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Background NCC:
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= What we do: provide IT assurance, security and consultancy
services to over 11,000 clients worldwide - including 91 of the
FTSE 100

= USP: no ties or relationships to hardware or software suppliers
enabling focus on developing intelligent solutions and building
partnerships

= Size: based in Manchester with offices in London, Germany
and California, currently employ around 240 staff worldwide

= History: formed in 1999, floated on AIM in July 2004 following
management buy-out in April 2003.
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Product Summary NCC:
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= Legal contract between three = source code
parties: sale of
s i business
I!censor (owner) critical
= licensee software

= independent third party

= Holds software source code /
business critical material

NCC

group

= Provides protection from key
supplier or maintenance failure

= Demonstrates supplier’s
commitment to client care

= Key part of disaster recovery lcencen Anr_1ualf
and business continuity recurring fee
planning

“High value low cost concept”
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= Market leaders — competition consists of smaller providers winning
business on price - rare

= Existing customers are significant growth opportunity:
= Most businesses have insufficient protection

= Customers average just c.2.0 agreements, may need 19+
depending on type of business

= Sales force focused on developing existing accounts, increase
penetration of agreements

= Significant market remains untapped :

= Best adopters financial services, telecommunications and retail
sectors and public sector organisations

= Other less regulated or later-adopting of technology increasing
demand
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= New investment into direct marketing and educational
campaign

= Continued investment in CRM database to improve client
handling techniques

= Working on increasing effectiveness of account management

= Recruitment and retention a challenge - very competitive
nature of regional sales recruitment

= Currently c.70 escrow sales staff, would like ¢.100




Escrow Solutions: %
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= Market research into German market suggests worth £88m -
£102m

= |T infrastructure and new office in place
= Operational procedures now implemented
= Regional marketing plans now actioned

= Local PR/marketing agency appointed

= No plans to move into rest of Europe in the near future
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= Low level of competition - small, legal-focused providers

= Field sales the cultural norm but account management
approach works

= UK account management model applied in Germany
= Eight person account management team selling

= Sales-focused operation supported by UK corporate functions
(including testing)

= Other German operations too small to acquire

= Expected to be profitable within financial year 06/07
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US market development NCcC:
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= Acquisition in January 2006 has provided a renewals base of
over $1.1m

= Market more mature but much larger than UK
= Owner led
= Less complex law
= No basic testing
= No verification testing

= Acquired operational team of 4
= Reviewed selling techniques into US market

= UK selling and testing model being integrated with current US
offering
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= Market more mature and better compliance

= Account management accepted for B2B

= UK style account management model being set up
= Opportunities in UK verification testing

= Relocated and invested in infrastructure

= West Coast marketing plan being developed

= Further value-enhancing acquisitions actively being sought
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Verification Testing NCC:
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= Full verification involves auditing, documenting and full build
with the software owner and licensee

= 8% of escrow deposits fail basic integrity testing

= Verification testing always results in an enhanced standard of
deposit — provides genuine value to customers

= 1 full verification carried out for every 10 new escrow
agreements set up

= 10% testing now ‘escrow complete’ version at extra premium
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= A leading UK provider of Penetration Testing services
= Ethically hack networks and Web sites
= Expert CHECK accredited team leaders - only ¢.80 in the UK

= Social engineering and forensic testing are an increasing share
of revenues as customers more aware of the ‘soft’ risks

= Qutsourcing providing extra opportunities as security
requirements feature more heavily in contract arrangements

= Business in Argentina established to explore opportunities to
outsource
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Penetration Testing:
PCI| data security standard

Summary of industry-wide standard (implemented June 2006):

Merchant | Criteria Assessment Network How NCC Group
Level Security services fit in
Scan
1 All merchants, including electronic An annual Quarterly
commerce merchants, with independent
more than 6 million total onsite assessment
transactions annually is required by a
VISA-certified v Consultancy
All merchants that experienced an service provider support
account compromise preparing for
assessment
2 All merchants with annual e- Annually - self Quarterly v/ Certified
commerce transactions assessed Scanning
between 150,000 and 6 million.
3 All merchants with annual e- Annually - self Quarterly v Penetration
commerce transactions assessed testing
between 20,000 and 150,000
4 All other merchants Recommended Recommended
Annually - self- Annually
assessed
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Types of hacker Recent media coverage

= The Script Kiddie - motivated by
kudos, notoriety and antisocial
behaviour

= The Black Hat — motivated by the
technical challenge, financial gain,
hacker for hire

= The Hacktivist - politically
motivated, publicity seekers

= The Organised Criminal - motivated
by financial reward

And....

= The employee “Firms warned they are failing to

block social engineering attacks”
Computer Weekly — 4 April 2006

= The contractor

= The temp
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Market drivers NCC:
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= Huge growth in VPNs and mobile/teleworker testing including
Laptops/Blackberrys and PDAs

= New/updated Web applications are still a major driver

= PCI Data Security Standard emerging as major driver for both
new customers having for first time test and existing customers
needing to be compliant

= Growing demand for home worker security surveys and are
introducing a product to address this

= Many more customer are seeking a ‘total’ service including
social engineering in their test requirements
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Rules of engagement:
= All demonstrations are recreated from real attacks

= The demonstrations are in compliance with the Computer Misuse Act
1990 and all target systems belong to NCC Group

= All equipment is fully patched with the |latest security updates

= All systems being attacked directly are shielded behind an industrial-
strength firewall

= Although all demonstrations use authentic hacking techniques, they
don’t include the ‘thinking time’ and research and so are move
significantly more quickly than actual hacks

= Any similarity to Web sites (live or historical) is entirely coincidental
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Demo #1: ‘Safe’ network attack

§

Organisation conducts
regular tools-based
scanning to ensure its
network and  systems
(including Web sites) are

| The hacker utilises scripting

skills to access the network
| or system, in frighteningly
! quick time, gaining control

of the network and access
secure and protected to any information - such as
from hackers and has credit card details, NI
intruder alert alarms ' numbers - he wants, any
time he wants

Tools-based approach - key facts:

= A purely tools-based approach engenders a false sense of security

= Tools are not sophisticated enough to detect many vulnerabilities

= We break into many networks that have received a clean bill of
health from such tools
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Demo #2:. Online retailing site attack

The hacker uses the _Q_E%‘ﬁ"ﬂw"“‘ i s St | Using a  technique

standard Web site | e i ] @ i i i e L - called ‘SQL injection

search facility to query the hacker ‘fools’ the
the database which application into running

holds product details his query instead of the

and customer and one programmed and
purchase data extracts customer data

(including full credit from the database

card details)

Web application security — key facts:

= Web applications currently provide hackers with one of the richest sources of
vulnerabilities

= Literally hundreds of applications suffer from bad/lazy programming and are
consequently wide open to abuse by hackers

= We have compromised literally dozens of major name Web sites using these
techniques
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Demo #3: Password cracking

( ) Cracking a password - key facts
Hacker is connected to corporate = Modern sophisticated hackers rarely have to
network via the SQL server resort to ‘brute force’ attacks on passwords
L ) = They have pre-computed tables where the
l work has already been done.
_ = Cracking a password is then reduced to
( ) looking up a database.
Using a recent Microsoft ‘feature’ of = Windows passwords can only be up to
the SQL server he can run fourteen characters long
commands _
= Worse still these are stored as two seven
\ < character chunks
j— = Even worse they are stored as case
4 - ™ insensitive
Cracks the network server, = This dramatically reduces the number of
obtaining all user passwords on possible permutations
network ) .
= Businesses could enforce stronger policies
\. J but they choose not to
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What happens to hacked data? Popular trading sites:

= Criminal gangs buy and sell = talkcash.net
personal details freely on the
Internet, starting from only a few = cardersmarket.com

hundred doll
undred dollars = darkmarket.ws/

= You can buy a whole identity or sets
of data — such as NI or credit card
numbers in batches of thousands

= Many sites we test do not follow
best practice and hold the CVV
number along with name, address
and card number, making fraud
almost a certainty

= Businesses face real risks to their
reputation and customer base if
they do not protect personal
information
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¥ UK Cvv2 for sale - TalkCash Forum - Mozilla Firefox
Trad I n g Cred it File Edit Wiew Go Bookmarks Tools  Help
P,
. i <:I| - LL" - @ @ W htkps: /v talkcash netfiphfindex, phpFshowtopic=£35
card details: -

|| Custom scam pages and Fake escraw's ¥, UK C¥¥2Z for sale - TalkCash Forum

The screen Tenire Loy, »\en
Shot ShOWS Carder's Reunion Rules For Forum Tradecom

th e trad I n g Of Logged in as5: prdelka [ Log Out ) Resend Validation ' My Controls *

“Vi r-g I n 77 U K i~ TalkCash Forum > Trading > Yerified Yendors
cvv2 at $2 e
each

» UK Cvv2 for sale, Take a look at my service

vietduchp

I'm selling virgin UK cvv 2 at $2 each Accepted E-gold Only.

ntact me at v v ger c_hp ar email

! RERORT | 4 TOP

This man lling right stuff,

Search Members Calendar

Yiew Mew Posts @ My Assistant ' 0 Mew Messages

v B co _);:',cardersmarket

_ '.HD DRERLY) . 'NEWTOPIC

Options

IUF SUpPC

Ik QUOTE (32 REBLY,
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Skimming
face plate
suitable for
use with the
ATM below:

Productised
identity theft:

The
professional
package
available for
$5000 per
unit, with
some bulk
orders
available at
$100,000.
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) BEST DUMPS AND PRICE AROUND. FOR DUMPS!!! - Mozilla Firefox

Volume discounts Fle Edt Wiew Go Bockmarks Tooks Help
are available: a -t - B 0 Q) [ retpastwmm derkonarket msfforumindsx.php?opic=253.0 v| @ e
KO
Sto | en c ard d um p || 5| B_E_S UPS AND PRICE ARDNDFDR - | TOPQUTY_ PASI -akCa [Poo | %]
. ] O DS T Co Tl P ST DT e U0 LD 2
|nform ation use d gnakeu s‘;:lid ( BEST DUMPS AND PRICE ARDUND FOR DUMPS!! ]
to make cloned IL’T&T - il
. Posts: 10 HI THERE, I AM H&PPY TO PROPOSE THE MEWY BIG FRESH BASE OF DUMPS IM THE MARKET!H!
Cards avallable at = 100% fresh work dumps ! all cecked and approved are waiting u!
& b ! !
$15 eac h - e Ugjrvice is avalable every day, fast delivery always online, bonus for good customer!!! 1
Wlth the rlg ht WISA classic,MC standart,
equipment a 158
criminal can have
C | O n e d Sto | e n WISA gold/platinum,Discavery, amEx, MC gald
credit cards -
. WIARMING LISA BATCH:
available to them 100 classic 12006
for a little under 100 gold 25005
$6 O . 1000 clagsic 4000f
1000 gold 8000¢
v
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¥ UK Cvv2 for sale - TalkCash Forum - Mozilla Firefox

File  Edit

a -
KO

| | Custarn scam pages and Fake escrow's

e N

View Go  Bookmarks  Tools

Take out the
competition:

= -
‘Denial of
Service’
attacks
distributed to
order.

Carder's Reunion Rules For Forum

Logged in as: prdelka [ Log Out )

1

2 =

2 Pagesz

» UK Cvv2 for sale, Take a look at my service

vietduchp

Services
charged at
between 30%
to 50%

! _RERORT

StunkofPunk Oict

This man is

Help

@ @ W htkps: /v talkcash netfiphfindex, phpFshowtopic=£35

y PNEA

= TalkCash Forum > Trading > Yerified ¥Yendors

v B co _);:',cardersmarket

W, UK Cv¥2 for sale - TalkCash Forum

Tradecomn Donate Help Search Members Calendar

Resend Validation ' My Controls + View MNew Posts ' My Assistant ' 0 New Messages

+'.HD DRERLY) . 'NEWTOPIC

Options
Post

arn Thank:s r support/b]

4 TOR Ik QUOTE (32 REBLY,

S 0640 AM

‘ost #2

selling right stuff,
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= Growth prospects are good for the markets in which the Group
operates

= |Increasingly stringent corporate governance regulations
continue to present enhanced opportunities

= Focus on acquisitions and expansion into overseas territories
will allow the Group to benefit from worldwide trends and
demand for services

* |Independent status continues to provide a genuine USP

= Separate business units - Escrow Solutions, Consultancy and
Testing Solutions work well but each benefits from the technical
expertise, reputation and client base of the others
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