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Monthly Threat Pulse
February 2022

We are continuing to track ransomware groups operating 
the hack and leak double extortion tactic, this is achieved 
by actively monitoring the leak sites used by each 
ransomware group and scraping victim details as they are 
released.  

By recording this data and classifying the victims by 
sector, we are able to derive additional insights such as, 
which sectors are being targeted this last month, and how 
do these insights compare to previous months?  
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Key data

Percentage of Victims by Group in February 
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Key data

No. of Victims by Sector in February 2022
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Key data

Percentage of victims per region in February
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Key data

Number of cases per month
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Analyst comments

This month we observed a 52.89% 
increase in ransomware attacks 
compared to January, with the number 
of incidents rising from 121 in January, 
to 185 this February. 

This increase may represent a marked 
exit from the seasonal reduction in 
ransomware behaviour we observed 
across December and January. 

In addition, this pattern is mirrored by 
our 2021 findings, where a 55.1% 
increase was observed between 
January 2021 (127 incidents) and 
February 2021 (197 incidents). 

As such, we may begin to observe 
ransomware campaigns increase as 
the year unfolds and threat actors get 
back to ‘work’.

Threat actors

Though there was a significant 
increase in total cases from January 
to February, the top players remained 
consistent (Lockbit 2.0 with 42.2% of 
all attacks, and Conti with 17.8%). 

The third largest contributor in 
February however was BlackCat, as 
opposed to Snatch in January. 

In February, BlackCat accounted for 
11.4% of all attacks as opposed to 
the negligible 5% that they exhibited in 
January, showing a steady increase in 
their activity. 

In fact, BlackCat were well publicised 
in February, being attributed to 
high-profile attacks such as the two 
German oil companies that had data 
stolen on the 1st, and the Swissport 
ransomware attack on the 4th. 
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With their heightened frequency in our 
data as well as their recent infamy, NCC 
Group expect this trend to steadily persist 
and propose that BlackCat will remain 
within the top 3 aggressors in March. As 
such, we will continue to closely monitor 
their activity.

Lockbit 2.0’s most targeted sector 
remains to be Industrials, accounting for 
a sizeable 30.77% of their total attacks in 
February.

Interestingly, this February sees their 
specific industry targeting within 
industrials displaying an indiscriminate 
approach for the most part, except for 
one industry that remains high on their list 
of priorities: Professional & Commercial 
Services, accounting for 37.5% of them. 

In the last threat pulse, we described 
how this industry presents itself as a 

profoundly attractive target to extortive 
ransomware groups, which can provide 
some insight into why Lockbit 2.0 have 
continued to concentrate their resources 
on this industry. 

Conti appears to be mirroring this same 
behaviour in February, with their most 
targeted sector equally being Industrials 
(48.4%). 

Their specific targeting of industries 
within these sectors, however, is also 
largely indiscriminate, implying that they 
are not currently focusing on specific 
organisations but are selecting victims 
within these sectors opportunistically. 

Therefore, any organisation (especially 
those residing within either the Industrials 
or Consumer Cyclicals sectors) should 
secure their systems with the assumption 
that Conti have them within their sights.

Last month we mentioned that although 
Conti had exhibited a 65.6% decrease in 
victims from December to January, they 
should not be considered as less of a 
threat, and we predicted that this number 
would rise once again in the coming 
months. 

In February, our suspicions were proven 
to be correct with a mammoth 200% 
increase in their victims from January – 
February (from 11 to 33). 

As we move out of the lull of the 1st 
quarter and into the 2nd, we may begin 
to witness what could be the baseline for 
ransomware activity that we can expect to 
see this year from all ransomware groups, 
if the pattern we witnessed in 2021 
repeats itself.
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Sectors

Overall, our analysis of this month’s 
ransomware victims revealed similar 
findings to those observed in January. 

Once again, the Industrial (35.68%) and 
Consumer Cyclicals (21.62%) sectors 
placed first and second as the most 
targeted sectors. Interestingly, both had 
suffered the greatest increase in number 
of attacks and thus were responsible 
for the overall growth we observed this 
month. Specifically, Industrials spiked 
from 30 to 66 incidents, revealing a 
106% percentage increase, whilst 
consumer cyclicals rose from 27 to 40, a 
48.15% percentage increase. 

By consequence, their leading positions 
continue to reflect our wider observations 
from the last 7 months, supporting 
the trend in which they continue to be 
perceived as highly attractive targets. 

In third place was the Technology sector 
(8.11%) which has moved up in the ranks 
from fifth place (6.03%) in January.  
 

 
 
The growth in the number of targeted 
incidents is however not unusual as, prior 
to January, the sector had placed within 
the top three most victimised throughout 
the last 5 months of 2021. 

This is not to say that ransomware 
campaigns targeting the Technology 
sector are not a cause for concern, but 
that these findings were not unexpected. 

If anything, they stress the importance for 
continued hardened security measures 
within the sector itself and demonstrate 
that a decline in incidents in any sector, 
for even a short period of time (January), 
cannot justify any respite.  
 
While our analysis reveals a rather 
persistent pattern, certainly with regards 
the prominence of the Industrial and 
Consumer Cyclicals sectors, it is will 
be critical to monitor and observe any 
changes over the upcoming months.  
 
 
 

 
 
As the West delivers its plethora of 
economic sanctions targeting Russia for 
its ongoing invasion of the Ukraine, it will 
be interesting to observe if, in the context 
of Russian retaliation, there are any 
modifications to the sectors targeted, e.g. 
geared more towards the financials.  
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Regions

This month, the highest number of 
ransomware incidents were identified 
in North America (42.16%) and Europe 
(42.16%), followed by Asia (10.27%), 
South America (3.24%), Oceania 
(1.62%) and Africa (0.54%). 

Last month, we identified the rather 
unusual finding that North America 
and Europe had suffered a roughly 
equal number of attacks, with 53 and 
51 incidents respectively. This proved 
abnormal as up until then, North America 
had adopted a clear leading position. 
Hence, we questioned whether this 
closing of the gap was a by-product of 
the overall decrease in attacks in January, 
or something more. 

This month, we observed an equal 
number of ransomware incidents 
recorded in Europe and North America 
(in our database) since pre-2021. The 
data suggests that both continents 
suffered 78 incidents respectively, 
together accounting for 84.32% of total 
incidents. 

This is a possible turning-point, one that 
may be the result of the current political 
crisis and heightened threat towards the 
EU. As such, NCC Group will continue 
to closely monitor if this pattern persists, 
and what this means for the wider 
European threat landscape. 

A closer analysis of the countries 
revealed the UK to be most victimised 
(26.92%), followed by Germany 
(14.10%), with France and Italy in 
joint third (10.26% respectively). 
Unsurprisingly, the most targeted sector 
in Europe was the Industrials with 29 
incidents, 37.18%. Again, this was 
succeeded by Consumer Cyclicals with 
22 incidents, 28.21%. 

These were noticeably far removed from 
all other sectors, as the others concerned 
6 incidents or less, again reinforcing 
the notion that both the Industrials and 
Consumer Cyclicals sectors remain 
highly attractive targets. 

With respect to North America, 
Industrials took an undisputed lead 
accounting for 29 incidents (37.18%), 
with all other sectors accounting for 
under 10 incidents. Unlike the EU, 
consumer cyclicals was much less 
prominent (11.54%). The US remains 
the top target accounting for 93.59% 
of incidents in North America, whilst 
Canada contributed 5.3% and Cost Rica 
1.28%. 

In sum, the change in direction with 
regards what appears to be a growth 
in targeting of EU organisations, raises 
questions as to whether this reflects a 
shift in threat actor targeting that may 
reshape the threat landscape. As such, 
we will continue to monitor the data 
and its evolution to assist us with better 
advising and supporting prevention 
measures according to regional needs. 
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Threat Actor Spotlight: Conti Group Leaks… again

Summary

There has been significant activity across the security 
community this week in relation to Conti Group, the ransomware 
gang also known as Wizard Spider, TheTrick or TrickBot. 

On 25th February, the group posted a ‘Warning’ message on 
its public facing blog site, officially announcing its full support 
of the Russian government. It is clear that this declaration 
was hastily made in light of the crisis in Ukraine and without 
considering both the heightened interest from the wider security 
community, and the allegiance of some of its own employees. 

Within a short time after, the group amended this declaration to 
state that they are not allied with a government, or support the 
current war situation. Conversely, however, the group has stated 
that they will retaliate against any targeting of Russian critical 
infrastructure in the face of a war generated by the West.

This intention, and confirmed support, suggests that the leaders 
of the group are either sympathetic to the Russian government, 
or have their hands tied. The latter, of course, would certainly 
align with Conti’s previous backtracking following the Graff 
jewellers  hack and leak episode, whereby the group apologised 
for leaking the information of individuals with close ties to the 
Russian government.

In response to this latest incident, it would seem that an 
anonymous member of the group has spoken out, by releasing a 
significant amount of internal communications, screenshots, and 
tactics used by the gang. 

This is not the first time that Conti has suffered internal issues. 
In June 2021 a 55-year-old Latvian national called Alla Wiite 
was arrested and charged by the US government for her 
role in Conti Group, targeting organisations worldwide and 
stealing information . Another event during August 2021 
saw a disgruntled member leak internal training manuals and 
IP addresses of the infrastructure utilised by the gang. It is 
believed this was in response to the employee not receiving a 
sufficient salary for their efforts.
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“It was on the evening of Log4J being 
released to the world and started with 
a Monero miner being downloaded 
to a server of the customer. Almost 
an hour later one of our ML rules 
triggered on a suspicious file 
download from a rare host resolving 
to an IP in Russia. The file in question 
was a script to install a backdoor and 
disable the system firewall (ufw)” – 
SOC Analyst

With regards to the recent Conti leak, it is understood that 
a number of security vendors, journalists and researchers 
received the tip-off directly with the following message.

Although the identity of the recent internal leak remains 
unknown, we can deduce that they are likely to be a Ukrainian 
national, based on comments within the Twitter leak page.

While NCC Group analysts and members of the wider security 
community race to analyse the data, looking for hostnames, IP 
addresses, tools, bitcoin addresses and so forth, we will review 
some translated snippets to understand how the organisation 
operates and the politics that take place within the group. 

The leaked communication logs are dated from early 2020 until 
the February 2022. As has long been known, the group make 
reference to the use of free and commercial tooling to conduct 
their operations, such as Cobalt Strike, hydra and MSFVenom. 

They are frequently seen to guide new joiners by referring them 
to online training videos and popular blog posts by security 
researchers.

Comments within the chat logs indicate that the team have 
managed an office location from at least 2020.
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Threat Actor Spotlight: Conti Group Leaks… again

Followed up with a comment in July 2021, it appears that the 
group may have enquired about alternative office space to 
house employees.

Internal politics

Additional communications during this time indicated that there 
were at least 62 members within the group, made up of coders, 
reverse engineers, and OSINT researchers. The following 
translated snippet also gives an indication around the salaries 
each member receives.  

The currency referred to here is not known, although if USD 
are used as a point of reference, the salaries for each employee 
is not significant given that some members have mentioned 
working 12hr days. 

The working schedule of the group is often references, but the 
specifics currently remain unknown.

As already highlighted, historic leaks from within the group 
were thought to be due to salary issues. The following excerpt 
between members Pumba and Tramp within the last few days 
indicate that this remains to be an area of concern.

12
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“It was on the evening of Log4J being 
released to the world and started with 
a Monero miner being downloaded 
to a server of the customer. Almost 
an hour later one of our ML rules 
triggered on a suspicious file 
download from a rare host resolving 
to an IP in Russia. The file in question 
was a script to install a backdoor and 
disable the system firewall (ufw)” – 
SOC Analyst

Back in May of 2021, members Mango and Stern were 
discussing contacting a judge and lawyer within the Russian 
Diaspora in Brooklyn, and refer to ‘her’ lawyer. In this instance, 
‘her’ is thought to relate to Alla Witte, the Latvian national 
arrested by US authorities.

This legal issues do not not appear to escape the group, and 
by October of 2021 we can see that members continue liaison 
with an investigator.

Subsequent communications in early November regarding their 
legal case suggest that members of the group were concerned 
for their security having noted unfamiliar cars within the yard. 

Again, we can see that a single office acts as their primary base 
of operations. ‘Pendos’ is believed to be a slang term used for 
Westerners.
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Threat Actor Spotlight: Conti Group Leaks… again

Vacations

It appears that vacations and flexible working are just as 
important to the group as any legitimate company. One 
member mentions to their team leader Mango, that they will 
be attending a doctor’s appointment during the working day, 
however, they will resume work upon their return.

From the two following snippets we can deduce that 
members of the group also have access to communications 
remotely, even when on vacation. Extended breaks away from 
work are frequently seen by members of the group throughout 
the summer months.

However, as with many organisations the need to close a deal 
before Christmas and New Year creates additional pressure 
for the team. 

Here we can see members Pumba and Skippy discussing a 
negotiation with a ransom discount before Christmas.

14
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“It was on the evening of Log4J being 
released to the world and started with 
a Monero miner being downloaded 
to a server of the customer. Almost 
an hour later one of our ML rules 
triggered on a suspicious file 
download from a rare host resolving 
to an IP in Russia. The file in question 
was a script to install a backdoor and 
disable the system firewall (ufw)” – 
SOC Analyst

The future of Conti

Like many organisation’s within the tech space, the gang 
have been looking into additional areas with which they can 
develop. This extract from June 2021 shows a desire to develop 
capabilities in blockchain technology.

By early February 2022, the desire to develop their capabilities 
has not waivered. Additional technologies such as the Rust 
language and NFT’s have also piqued one members interest.

However, a message dated 21st February by one member to 
the wider group on Rocket Chat indicated that there continues 
to be problems internally. Senior members have been missing 
and deemed to be laying low, while other members are advised 
to rest for several months. Although the group have amassed 
significant sums from their ransomware victims, this member 
insists that there isn’t enough money to pay the salaries for all 
staff. 

Conti Group are certainly going through a turbulent phase after 
significant successes. Regardless, they are a large entity and 
continue to target organisations from around the world. 

Since the gangs warning message on 25th February, and at the 
time of writing, they have declared 30 new ransomware victims, 
indicating that operations continue in the face of disruption. 

Conti Group are certainly going through a turbulent phase after 
significant successes. Regardless, they are a large entity and 
continue to target organisations from around the world. 

Since the gangs warning message on 25th February, and at the 
time of writing, they have declared 30 new ransomware victims, 
indicating that operations continue in the face of disruption. 
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About the NCC Group Monthly Threat Pulse
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NCC Group’s Strategic Threat 
Intelligence Practice has been working 
tirelessly to develop various software 
solutions for a broader, more insightful 
look at current threat landscapes and the 
way they impact businesses around the 
world. 

Our technical team has developed a web 
scraper, which we use to gather data on 
ransomware data leaks on the dark web 
in real time to give us regular insights into 
who are the most recent ransomware 
victims.

By recording this data and classifying the 
victims by sector, we are able to derive 
additional insights highlighting the sectors 
that have been targeted, and how current 
ransomware threats compare to previous 
months.
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