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1. Introduction 

The Exploit Development Group (EDG) at NCC Group offers secondment opportunities to consultants who are 

interested in performing vulnerability research and exploit development of complex bugs. In this secondment, 

Alexander Zaviyalov decided to work on VMware CVEs because he had written exploits targeting VMware in the 

past and because VMware is a popular target at Pwn2Own. 

Initially, the following two CVEs were picked for this project: 

 

• CVE-2025-22226 - an out-of-bounds read in HGFS allowing a memory pointer to be leaked from the VMX 

process 

• CVE-2025-22224 – a TOCTOU (Time-of-Check Time-of-Use) vulnerability in VMCI (VMware Virtual 

Machine Communication Interface) allowing an out-of-bounds write leading to code execution under the 

privileges of the VMX process 

The vulnerabilities affected various VMware products such as VMware Cloud Foundation, Cloud Platform, Cloud 

Infrastructure, Fusion (CVE-2025-22226 only), Workstation and ESXi. It was decided to focus on Workstation and 

ESXi as those two products are exploited at Pwn2Own, and it would be easier to setup an exploit dev environment 

for them.  

In the case of VMware Workstation, the vulnerabilities affected versions up to and including 17.6.2. The next version 

(17.6.3) patched them. In the case of ESXi (version 8.0 Update 3 specifically), versions up to and including 8.0 

Update 3c were affected. ESXi 8.0 Update 3d patched them. 

The initial idea was to research both vulnerabilities and write a working exploit that would bypass ASLR first (CVE-

2025-22226) and then perform code execution (CVE-2025-22224) allowing a guest to host escape. Having read the 

blog post written by Huntress (https://www.huntress.com/blog/esxi-vm-escape-exploit) that explained the 

complexity of both vulnerabilities exploited in the wild, it was decided to focus on the memory leak part first. Initially, 

a Windows driver was written in C and ASM to understand how a VM communicates with the host OS via the 

"backdoor" RPC and TCLO requests. Furthermore, patch diffing helped with locating where the vulnerability was 

and how to trigger it, which was later done via a manual drag-and-drop of a file using a modified version of open-

vm-tools. After experimenting with the driver and open-vm-tools for a bit, an existing project written by equinix-ms 

called go-vmw-guestrpc (specifically nanotoolbox) was found that already contained the VMware guest to host 

"backdoor" functionality written in GoLang, which worked on multiple platforms. The code was modified to target 

the vulnerability in HGFS and leak a memory pointer. 
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2. Environment 

A fully patched Windows 11 VM was setup on the consultant’s laptop to be used as the “host” OS. Inside that VM, 

the vulnerable/patched versions of VMware Workstation 17.6.2/17.6.3 were installed to run another nested 

Windows 11 VM (fully patched) inside it, which was the “guest”. 

 

As the secondment advanced and it was decided to patch diff ESXi, the “bare-metal” hypervisor was also installed 

as a separate VM on the consultant’s laptop and allowed the vulnerable/patched vmx files to be extracted from it. 

Additionally, an Ubuntu 22.04.3 guest VM was also installed inside Workstation 17.6.3 to help identify how to trigger 

the vulnerability via the modified open-vm-tools. 
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3. VMware guest-to-host communication 

3.1. Architecture 

Whenever a VM is launched, a separate vmware-vmx.exe (or vmx in the case of ESXi) process associated with that 

VM is started on the host OS. VMware Tools, which is normally installed on the VM, communicates with that 

process via the VMCI or “Backdoor” interface (https://i.blackhat.com/EU-24/Presentations/EU24-Lee-Guest-

Revolution.pdf), which in turn offers various features such as clipboard copy/paste, screen resizing, drag-and-drop 

(DnD) and transferring of files via a shared folder.  

 

3.2. Huntress Blog Post 

As explained in the Huntress blog post, the malicious driver performed backdoor requests to cause a memory leak. 

Therefore, it was decided to learn how that backdoor mechanism worked and then write a Windows driver in C and 

inline Assembly to hopefully get closer to triggering the bug. 

 

3.3. Open-vm-tools and vmtools.dll 

 

A lot of information about the backdoor mechanism was obtained from the official open-vm-tools GitHub pages and 

by disassembling the vmtools.dll file found on the guest VM. Additionally, the course (OSEE by OffSec) that I did 

many years ago, which I highly recommend, included a module on VMware guest-to-host escape that described the 

backdoor mechanism in greater detail and explained how to connect the C and ASM code together to 

communicate with it. Furthermore, this article (https://rayanfam.com/topics/inline-assembly-in-x64/) explained how 

to add inline Assembly to a Windows driver. 

 

https://github.com/vmware/open-vm-tools/blob/master/open-vm-tools/lib/backdoor/backdoor.c 

https://github.com/vmware/open-vm-tools/blob/master/open-vm-tools/lib/backdoor/backdoorGcc64.c 

 

vmtools.dll Backdoor request (example 1) 

 

http://www.nccgroup.com/
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vmtools.dll Backdoor High Bandwidth Out request sent from guest to host (example 2) 
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VMware uses RPC and TCLO (a custom VMware protocol) to communicate with the backdoor mechanism. 

https://infocon.org/cons/Ruxcon/Ruxcon%202017/Leveraging%20VMware%27s%20RPC%20Interface%20for%20F

un%20and%20Profit%20by%20ZDI%20Team.pdf 

https://manuals.plus/m/e79fffb0c71d6c45c29ea170e4b57bfd895f450cd9de30b4ac3f98033b60158f.pdf  

 

With regards to RPC, to send a single backdoor RPC command from a guest VM and receive a response from the 

host, the following steps are required: 

 

https://sysprogs.com/legacy/articles/kdvmware/guestrpc.shtml 

 

1. Open a new channel 

2. Send command length 

3. Send command data 

4. Receive reply size 

5. Receive reply data 

http://www.nccgroup.com/
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6. Signalize end-of-receive 

7. Close the channel 

 

The following screenshots are from the Driver.c file that was written to learn more about VMware’s backdoor 

mechanism and how to interact with it via RPC and TCLO. 

 

 
 

The above six RPC commands were obtained from the Huntress blog post and are understood to be related to 

enabling certain HGFS features such as the drag-and-drop functionality as well as performing heap grooming by 

opening/closing specific RPC channels. An attempt to replicate that was made in the following code. 
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It was required to add inline assembly to the C code to perform each of the above listed 7 steps of a backdoor RPC 

call as explained in the following article: 

 

https://web.archive.org/web/20210927172249/https://sites.google.com/site/chitchatvmback/backdoor 
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When the “in” or “out” assembly instruction is called (e.g. in the “Backdoor” or “BackdoorHbOut” decompiled 

functions from vmtools.dll), it can normally only be called from kernel space. However, when these instructions are 

run from user space, the exception is intercepted by the VMware host and the values set for the CPU registers 

(EAX, EDX, etc.) are used as parameters for the specific backdoor functions in vmware-vmx.exe / VMX. For 

example, the EAX register needs to contain the backdoor value of 0x564D5868. The value of EDX (the lower 16-

bits) needs to contain the I/O port number (0x5658 or 0x5659, depending on whether it’s a regular backdoor 

request or a High Bandwidth backdoor request allowing more than 4 bytes). 

 

The appropriate values for each CPU register associated with a specific RPC request along with the C structures 

and their accompanying ASM code were obtained from the official open-vm-tools GitHub pages. 

 

https://github.com/vmware/open-vm-tools/blob/master/open-vm-tools/lib/message/message.c 

https://github.com/vmware/open-vm-tools/blob/master/open-vm-tools/lib/include/guest_msg_def.h 

https://github.com/vmware/open-vm-tools/blob/master/open-vm-tools/lib/include/backdoor_types.h 

 

All that code was added to the Windows driver. 

http://www.nccgroup.com/
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https://github.com/vmware/open-vm-tools/blob/master/open-vm-tools/lib/include/backdoor_types.h
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It was then possible to call each individual RPC command, for example, to open a new RPC channel, send 

command length and so on. 
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4. Understanding the TCLO Protocol 

The following information was reviewed in the Huntress blog post: 

 

 
 

Having done some research around the “OK ATR toolbox-dnd” command it was understood that the “OK ATR ” 

part is a TCLO-specific command (https://wiki.osdev.org/VMware_tools#TCLO) found among other commands in 

the following function in Workstation 17.6.3: 

 

sub_1400E69F0 

 
 

http://www.nccgroup.com/
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And the “toolbox-dnd” part is the application / channel name that needs to be registered in the VM to allow the DnD 

functionality between guest and host. Function sub_1400EF740 in 17.6.3 reveals that application name among 

others. 

http://www.nccgroup.com/
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An attempt to send these payloads programmatically using the backdoor mechanism was performed after having 

studied the TCLO protocol.  

 

It was initially assumed that it would first need to open a channel, send an empty request, receive an empty 

response and then send the actual data, which in this case would be payload1 (~50k of zeros), then payload2 (“OK 

ATR toolbox-dnd”) and then payload3 - "4F 4B 20 00 00 00 00 FF 00 00 00 A5 C5 00 00 A4 C5 00 00 00 00 00 80 

29 00 00 00" followed by 50573 zeros. 
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It was initially assumed that the memory leak would happen when the host sent a reply to the guest via TCLO. The 

patch diffing process shown in the next section of this paper revealed a different approach required to trigger a 

leak. 

 

The above code wasn’t causing a memory leak because at that time we didn’t know where the vulnerability was, 

and it was later understood that TCLO works as an event loop. 

 

https://github.com/openbsd/src/blob/master/sys/dev/pv/vmt.c#L1086 

https://github.com/openbsd/src/blob/master/sys/dev/pv/vmt.c#L1165 

 

Therefore, the host / guest send commands to each other based on the other party's response. If the host sends 

“reset” as a response, the guest responds with “OK ATR toolbox”. Although in our case payload2 was “OK ATR 

toolbox-dnd”, so it wasn’t exactly clear how to properly craft our TCLO requests and in what order. 

 

Furthermore, after enabling the following logs on the host, it was possible to identify the issue with the “toolbox-

dnd” application by reviewing the vmware.log file. 

 
toolbox.log = "true" 

vgauth.log = "true" 

tools.debug = "true" 

 

2026-03-03T10:40:02.675Z -INFO vmware-vmx.exe 19348 [ws@4413 threadName="vcpu-1"] 

GuestRpc: Channel 6, protocol error: expected an ATR from the guest application 

2026-03-03T10:40:02.676Z -INFO vmware-vmx.exe 19348 [ws@4413 threadName="vcpu-1"] 

GuestRpc: Channel conflict: guest application toolbox-dnd tried to register, but it 

is still registered on channel 1 

 

We struggled to register the “toolbox-dnd” application since it was already being used by vmware-tools. We tried 

disabling and removing vmware-tools and rebooting the VM to then send our TCLO requests directly from the 

driver, but we still couldn’t register that application. It was probably because at that time we were sending TCLO 

requests one after another sequentially, treating it like RPC, but it didn’t quite work the same way, it worked like an 

event loop. The next step would be to improve the Windows driver to handle empty TCLO polls, ping etc. and make 

it work like an event loop, but we took a different approach as explained further in this paper. 
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5. Patch Diffing and Vulnerability Analysis 

The initial patch diffing was done against vmware-vmx.exe 17.6.2 and 17.6.3 using Diaphora. 

The tool found 427 functions that had been modified in the patched version. 

 

 
 

Due to the total number of changed functions, it was decided to place a breakpoint on all of them (with the help of a 

WinDbg plugin called RebaseExt) and start the driver on the VM. Only 4 modified functions were hit, which were 

then reviewed in more detail. 

 

Of particular interest was the function sub_14072C8D0 (vuln) / sub_14072C830 (patched) related to creating a 

session (HGFileCopyCreateSessionCB) allowing the DnD functionality. The patched version of the function 

contained another nested function that wasn’t present in the vulnerable version of vmware-vmx. 

 

http://www.nccgroup.com/
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The above highlighted function was further confirmed by doing patch diffing of the ESXi vmx files (version 8 update 

3c vs update 3d) using Ghidriff. 

 

http://www.nccgroup.com/
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The above highlighted function was renamed to “validation_function” and it’s explained further in the paper. 

Additionally, the function above it (sub_140824950 in vmware_vmx 17.6.3 in IDA) accepted lots of arguments, and 

it was renamed to “extract_struct_data”. 
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When a legitimate DnD operation was performed from the host to the guest VM (e.g. by dragging and dropping a 

JPEG image) and right before that function was called, RCX contained input data in the form of a struct. 

 

 
 

The struct contained the following items: 

 

01 - version 

00 00 00 - reserved 

FF 00 00 00 - HGFS_OP_NEW_HEADER = 0xff  

58 02 00 00 - packetsize 

34 00 00 00 - headerSize 

00 00 00 80 - requestId 

29 00 00 00 - operation (41) - HGFS_OP_CREATE_SESSION_V4 

http://www.nccgroup.com/
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00 00 00 00 - status 

02 00 00 00 - flags 

00 00 00 00 - information 

ff ff ff ff-ff ff ff ff - session id  

00 00 00 00 00 00 00 00 - reserved 
 

The type of operation (HGFS_OP_CREATE_SESSION_V4) was related to creating a new session to allow the DnD 

operation to happen between the host and the guest VM. 

 

Entering that function we can see further checks against the data packet’s size and variable assignments to the 

struct members. 

 

 
 

Of particular importance is the following calculation: 
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During a legitimate DnD operation, the value of ECX (payload_size) is 0x224. It’s calculated by subtracting 

headerSize (0x34) from packetSize (0x258). 

 

As we exit the “extract_struct_data” function, we reach the “validation_function” that’s been added to Workstation 

17.6.3. 

 

 
 

The value of RCX is 0x29 (HGFS_OP_CREATE_SESSION_V4) and the value of RDX is the previously calculated 

payload_size value of 0x224. 

 

 
 

Inside that function we have an IF/ELSE statement that compares the payload_size value to 0x24. 
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If the payload_size value is less than 0x24, the validation check is failed and 7 is returned in EAX. In this case the 

value is greater than 0x24, so EAX contains 0 and the validation check is passed. Therefore, the payload size is not 

less than the size expected for the operation HGFS_OP_CREATE_SESSION_V4. 

 

The payload mentioned by the Huntress blog post contained the following hex values: 

 

4F 4B 20 00 00 00 00 FF 00 00 00 A5 C5 00 00 A4 C5 00 00 00 00 00 80 29 00 00 00 + [50573 zeros] 

 

 

4F 4B 20 - "OK " – the TCLO command 

00 - version 

00 00 00 - reserved 

FF 00 00 00 - HGFS_OP_NEW_HEADER  

A5 C5 00 00 - packetSize (0x0000C5A5) 

A4 C5 00 00 - headerSize (0x0000C5A4) 

00 00 00 80 - requestId 

29 00 00 00 - operation (41) - HGFS_OP_CREATE_SESSION_V4 

 
Subtracting headerSize from packetSize would return 1, which would fail the validation check. However, that check 

wasn’t present in version 17.6.2. 

 

At the time of writing this report we couldn’t get our Windows driver to register the “toolbox-dnd” application and 

send the TCLO commands correctly. We decided to modify and compile the open-vm-tools source code in such a 

way that would send the malicious packet during a legitimate DnD operation and reach the validation function. We 

tested this on 17.6.3, so we had to modify the value of EAX to contain 0 instead of 7 when the validation function 

returned, as if our malicious packet had passed the payload_size bounds checks. We did this test on an Ubuntu 

22.04.03 64-bit VM and performed the DnD operation by moving a JPEG image from the host to the VM. 

 

The following two files were modified: 

 

• open-vm-tools/lib/hgfsServer/hgfsServer.c 

• open-vm-tools/lib/hgfsServer/hgfsServerParameters.c 

hgfsServer.c 

 

It was understood that open-vm-tools and specifically its HGFS functionality work on a client-server basis. When a 

DnD operation is performed from the host to the VM, a new session is established between the HGFS server and 

client on the VM. The function HgfsServerGetRequest then accepts the data packet sent from the client HGFS and 

processes it along with the newly established session. We modified that function and changed some logging 

functionality to display the sessionId value along with dumping the request data into a file. 

 

http://www.nccgroup.com/
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Some additional code was also added to the function HgfsServerCompleteRequest to only tamper with the 

operation HGFS_OP_CREATE_SESSION_V4 and reply to the HGFS client with the modified packet size (remember 

that subtracting headerSize from packetSize would return 1 (payloadSize)). 
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Some logging of the session id was also added to the function HgfsServerTransportGetSessionInfo. 
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hgfsServerParameters.c 

 

The function HgfsPackReplyHeaderV4 was modified to log the operation id (41) and set the packetSize and 

headerSize HEX values to the ones reported by the Huntress blog post only if that operation id was 41 

(HGFS_OP_CREATE_SESSION_V4). 

 

 
 

 

We also had to modify the /etc/vmware-tools/tools.conf file in the VM to contain the following additional logging 

options. 
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[logging] 

# Turns on logging globally. It can still be disabled for each domain. 

log = true 

 

# Disables core dumps on fatal errors; they're enabled by default. 

# enableCoreDump = false 

 

# Defines the "vmsvc" domain, logging to file 

# vmsvc.level = message 

#vmsvc.handler = file 

# Setup file rotation - keep 3 files 

#vmsvc.maxOldLogFiles = 3 

# Max log file size kept: 1 MB 

#vmsvc.maxLogSize = 1 

 

# Defines the "vmtoolsd" domain, and disable logging for it. 

# vmtoolsd.level = none 

# 

 

vmtoolsd.level = debug 

vmtoolsd.handler = file 

vmtoolsd.data = /tmp/vmtoolsd.${USER}.log 

  

vmsvc.level = debug 

vmsvc.handler = file 

vmsvc.data = /tmp/vmsvc.log 

 

vmusr.level = debug 

vmusr.handler = file 

vmusr.data = /tmp/vmusr.${USER}.log 

  

toolboxcmd.level = debug 

toolboxcmd.handler = file 

toolboxcmd.data = /tmp/vmtoolboxcmd.log 

 

 

Live logs were monitored using the following command: 

 
sudo tail -f /tmp/vmusr.alex.log 

 

With the modified and compiled open-vm-tools and our logging setup, a DnD operation was performed by 

physically moving a JPEG file from the host to the Ubuntu VM. It’s important to note that a breakpoint 

(0x7FF70D07C958) was set right after the “validation_function” was called to allow us to change the value of EAX 

from 7 to 0 because our malicious packet containing the payloadSize value of 1 would not be valid.  
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Another breakpoint was set at 0x7FF70D07C9A9, and since we modified EAX to contain 0 we would reach this 

code block as if our malformed packet was valid. 

 

 
 

 

The file was moved and the first breakpoint was hit. EAX was modified to contain 0. The second breakpoint was hit 

because of that, and the following highlighted value was observed: 

 

 
 

The following invalid session id was also logged in the VM: 
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The value was the decimal representation of the one highlighted in WinDbg. 

 

 
 

It was understood that if the payload size was set to 1, “payload_ptr__” would point out of bounds (or be pushed out 

of bounds) leaking back to the guest VM whatever data it was pointing at. And that leaked data would be returned 

from the HGFS server to the client in the form of an invalid session ID, because a new session ID was meant to be 

established between the HGFS server and client for the next request to be processed. Because of data being 

pushed OOB, the session ID value would get assigned to whatever was in memory at that time. Doing heap 

grooming by opening/closing RPC backdoor channels would allow a memory pointer inside the vmx process to be 

used as the invalid session ID and leaked back to the guest VM. 

 

5.1. Triggering The Vulnerability 

At this point, a Golang library developed by equinix-ms was identified and was extremely useful as it already had 

most, if not all, of the necessary TCLO, RPCI operations implemented which meant more information could be 

gathered about how the drag and drop operations work and learn more about how to trigger the vulnerable code 

path. It’s important to note that it was required to remove vmtools from the guest VM to allow the modified GoLang 

version of it to be used instead. 

From here the event loop within the Go code can be modified to follow the same messages/response pattern that is 

in the Huntress blog post. 

http://www.nccgroup.com/
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Using these messages and decompiled code, we can analyse and trace down the various functions that get called 

when “tools.set.version 1” is specified. 

These functions end up trickling down into a function which was named “HGFileCopy_wrapper_stuff” that ends up 

triggering our supposed vulnerable code path. Then that function’s callback ultimately hits the originally identified 

vulnerable function, HGFileCopyCreateSessionCB. 

__int64 __fastcall HGFileCopy_wrapper_stuff(__int64 a1) 

{ 

  __int64 v1; // r9 

  unsigned int v2; // r8d 

  __int64 v5; // [rsp+40h] [rbp-18h] BYREF 

 

  v1 = *(_QWORD *)(a1 + 18568); 

  v2 = *(_DWORD *)(a1 + 50520); 

  *(_BYTE *)(a1 + 50512) = 1; 

  *(_DWORD *)(a1 + 50516) = 0x80000000; 

  *(_DWORD *)(a1 + 50464) = 41; 

  sub_140923EB0(*(_BYTE *)(a1 + 50513), 0x80000000, v2, v1, &v5); 

  return (*(__int64 (__fastcall **)(_QWORD, __int64, _QWORD, void (__fastcall *)(int, 

__int64, struct_input_data *, unsigned __int64), __int64, int))(a1 + 18624))( 

           *(_QWORD *)(a1 + 18568), 

           v5, 

           *(_QWORD *)(a1 + 18632), 

           HGFileCopyCreateSessionCB, // Trigger vulnerable code path 

           a1, 

           90000000); 

} 
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With this in mind, we can confirm two things: 

1. The toolbox version seems to trigger the vuln code path. 

2. This vulnerable code path does not need user interaction, such as dragging and dropping an image. 

Next a function validates the path that is specified within the “tools.capability.guest_conf_directory” command. 

*(_QWORD *)&v26 = 1; 

  path_len_myb = ValidateAndIdentifyPath(path, 0x1800, (char *)some_buff, osFlag & 

0x20); 

  _mm_lfence(); 

  if ( path_len_myb >= 0 )                      // This check is failing with `tmp` 

                                                // since we hit the CP error below 

  { 

 
 

It was also interesting that this path worked within the Huntress ESXi blog post since this fails the path validation 

within VMWare Workstation 17.6.2. At this point however, once the host sends an "f" command to the guest we 

reply with “f” as well with the final payload to trigger the leak. 

We could also see the following: 

register_command(1, 0, "f", (__int64)HgfsChannelBdConnectInternal, (__int64)&unk_140EF4C30); 

 
To determine that “f” was the correct way to make use of the HGFS protocol, initial sniffing was done when a drag 

and drop operation was performed from the host to the guest using a legitimate VMware tools instance. It was 

possible to sniff certain packets as the HgfsServerAllocateSession request. From trial and error with the protocol 

and replaying requests, we could determine that it was possible to reply with a “f” message as a response.  

// HgfsChannelBdConnectInternal: Backdoor HGFS server session init complete and opened.    
// HgfsServerAllocateSession: init session 14FF9600 id 1c8fd1c93bc69 // 66 = f // 0x66 = f 
// 0x1 - version (HgfsHeader) // 0x00 0x00 0x00 - 3 bytes reserved // 0xff 0x00 0x00 0x00 - 
dummy  // 0x4c, 0x00, 0x00, 0x00 - packet size // 0x34, 0x00, 0x00, 0x00 - header size // 
0x00, 0x00, 0x00, 0x80 - request id  // 0x29, 0x00, 0x00, 0x00 - HgfsOp (41 =  
HGFS_OP_CREATE_SESSION_V4) payload := []byte{  0x66, 0x20, 0x01, 0x00, 0x00, 0x00, 0xff, 
0x00,   0x00, 0x00, 0x4c, 0x00, 0x00, 0x00, 0x34, 0x00,   0x00, 0x00, 0x00, 0x00, 0x00, 
0x80, 0x29, 0x00,  0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x01, 0x00,  0x00, 0x00, 0x00, 0x00, 
0x00, 0x00, 0x00, 0x00,  0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,  0x00, 0x00, 0x00, 
0x00, 0x00, 0x00, 0x00, 0x00,  0x00, 0x00, 0x00, 0xf8, 0x07, 0x00, 0x00, 0x00,   0x00, 0x00, 
0x00, 0x00, 0x00, 0x00, 0x00, 0x00,  0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, } 

 

This allowed us to modify the go lang code to send the trigger packet which would cause the leak to occur (which 

can be seen in the following paragraphs). 

 

5.2. Leak Value Experimentation 

Initial experimentation with the leak led to discovering that modifying the payload length appended to "11111111" in 

the “SetGuestInfo” command influenced values or pointers in the heap to effectively be “pushed forward” in such a 

way that a session ID response would include pointer data from the vmx process. 

While the exact mechanism or logic was not determined into how the leak manifests with respect to the length of 

the payload and the header size, trial and error was used to determine what specific lengths on the VMWare 

Workstation 17.6.2 would allow leaked pointers to be returned as session ID. 
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The packetSize and headerSize values were increased from 0xC5A5 and 0xC5A4 (1 byte difference) to C5AE and 

C5AD (also 1 byte difference). Since the packetSize and headerSize are now increased by 9, the total payload size 

was increased from 50573+24 to 50582+24 in the fhandler function. 
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6. Crafting ASLR Bypass Primitive 

From here, WinDbg was used to determine what type of pointer was being leaked and if this could be used to 

determine the ASLR slide. 

 

After some experimentation, it was determined that the pointer being leaked was consistent between reboots and 

only varied between 0xe0000 and 0x15e0000 for the lower 4 bytes of the leaked pointer. 

 

 

Because of this consistency, a simple parser could be written to both detect when the pointer had been leaked as 

well as trivially calculate the base address of vmware-vmx. 
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This experiment was repeated on Ubuntu 24.04 as well. Because of the portability of the Go code, the PoC worked 

out of the box. However, the result of the experiment was that the pointer being leaked came with a different 

constraint than when leaked on Windows. While a pointer could be leaked as well, it most often leaked a pointer 

from a different memory region and thus more research would be required into perhaps modifying the lengths to 

leak out a pointer within vmware-vmx or perhaps use the already leaked value as an ASLR bypass primitive for 

vmware-vmx dependencies. 
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Linux leaked value 

 

 

 

 

  

http://www.nccgroup.com/


Page 39 of 48   Public Version 1.0  

7. Conclusion 

This was a very challenging vulnerability to research that allowed me to understand where the vulnerability is 

located and how to trigger it. Ultimately, the mechanism of how the vulnerability was exploited to bypass ASLR was 

reverse engineered and successfully reproduced using the modified version of nanotoolbox. Moreover, this project 

allowed me to understand how the whole HGFS client/server DnD mechanism works in open-vm-tools and go-vmw-

guestrpc. Continued work on this project would be to perhaps port this Go code to a fully working Windows driver. 

In addition to this, more analysis would be needed on different platforms such as Linux to fully determine the 

exploitability of this vulnerability. Lastly, testing this implementation on ESXi to see if the payload lengths found in 

the blog post are consistent or similar. 
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8. Appendix A: AI Patch Diffing 

As part of this project, we briefly experimented using LLMs applied to the patch diffing process and reviewing 

changes using Microsoft Office 365 copilot (GPT-5). 

 

This was using the naïve approach of providing a ghidriff of the vmx binaries between versions 3c and 3d.  

Initially we provided the following prompt to copilot and reviewed the output: 

Attached is a diff between version 3c of VMWare vmx binary and version 3d for VMWare vmx 

binary. 3c is the vulnerable version, 3d is a fixed version. 

 

There was a CVE fixed for an issue which was an information disclosure vulnerability due to an 

out-of-bounds read in HGFS. A malicious actor with administrative privileges to a virtual machine 

may be able to exploit this issue to leak memory from the vmx process. 

 

What could the fix be for this issue and in what function? There are likely more than one issue 

fixed within the patch. Do not use any other local context. 

This led to the following output: 

 
 

Reviewing the answer, Copilot successfully had highlighted the areas of concern in which a manual auditor should 

pay attention to; however, the analysis was incorrect in this instance. It did, however, highlight the bounds checking 

function which had been added: 
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And the enforcement function which makes use of the bounds checking function: 

 

 
 

Then highlighted what can happen when the session creation fails: 
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Therefore, although the analysis was partially incorrect in this instance (such as referring to the maximum allowed 

size), it did highlight areas which with careful auditing and review would lead to discovering the vulnerability. 

As this was performed from the ghidriff and using none manually cleaned up or renamed functions. The next 

question was can we do any better using cleaned up functions from IDA pro? 

We then prompted the LLM with the following: 

This is the fixed code cleaned up in the patched version attached. Where was the OOB read 

previously and how did this version fix it? 

The manually cleaned up code looks as follows: 

 

 

void __fastcall HGFileCopyCreateSessionCB(int a1, __int64 a2, struct_input_data *data, 

unsigned __int64 data_size) 

{ 

  char v5; // si 

  char version_1; // dl 

  int dummy; // ecx 

  int v8; // ecx 

  int v9; // eax 

  int v10; // r8d 

  __int64 payload_ptr__; // rbx 

  void (__fastcall *v12)(__int64); // rax 

  unsigned int v13; // eax 

  _DWORD *v14; // rcx 

  __int64 payload_ptr; // [rsp+60h] [rbp+7h] BYREF 

  char version[4]; // [rsp+68h] [rbp+Fh] BYREF 

  int status; // [rsp+6Ch] [rbp+13h] BYREF 

  int flags; // [rsp+70h] [rbp+17h] BYREF 

  int operation; // [rsp+74h] [rbp+1Bh] BYREF 

  int requestId; // [rsp+78h] [rbp+1Fh] BYREF 
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  char information[4]; // [rsp+7Ch] [rbp+23h] BYREF 

  unsigned __int64 payload_size; // [rsp+80h] [rbp+27h] BYREF 

  __int64 sessionId; // [rsp+88h] [rbp+2Fh] BYREF 

 

  v5 = 0; 

  status = 0; 

  version_1 = 1; 

  version[0] = 1; 

  payload_ptr = 0; 

  if ( a1 || !data || data_size < 8 ) 

    goto LABEL_20; 

  if ( data_size < 0x34 ) 

  { 

    if ( *(_DWORD *)&data->version == 1 ) 

    { 

      dummy = data->dummy; 

      if ( dummy == 7 ) 

      { 

        if ( *(_DWORD *)(a2 + 50520) > 0xF800u ) 

          *(_DWORD *)(a2 + 50520) = 63488; 

        goto LABEL_19; 

      } 

      goto LABEL_21; 

    } 

LABEL_20: 

    dummy = 7; 

LABEL_21: 

    status = dummy; 

    goto LABEL_22; 

  } 

  _mm_lfence(); 

  flags = 0; 

  v8 = extract_struct_data( 

         data, 

         data_size, 

         version, 

         &sessionId, 

         &requestId, 

         &flags, 

         information, 

         &operation, 

         &status, 

         &payload_ptr, 

         &payload_size); 

  if ( flags && (flags & 2) == 0 || v8 || operation != *(_DWORD *)(a2 + 50464) || 

requestId != *(_DWORD *)(a2 + 50516) ) 

    goto LABEL_20; 

  v9 = validation_function(operation, payload_size); 

  dummy = v9; 
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  if ( v9 ) 

  { 

    status = v9; 

  } 

  else 

  { 

    v10 = status; 

    v5 = 1; 

    if ( !status ) 

    { 

      payload_ptr__ = payload_ptr;               

      log_function("%s: Successfully created the session.\n", 

"HGFileCopyCreateSessionCB"); 

      version_1 = version[0]; 

      *(_QWORD *)(a2 + 50504) = *(_QWORD *)payload_ptr__; 

      *(_DWORD *)(a2 + 50544) = 1; 

      *(_DWORD *)(a2 + 50520) = *(_DWORD *)(payload_ptr__ + 12); 

LABEL_19: 

      v12 = *(void (__fastcall **)(__int64))(a2 + 50528); 

      *(_BYTE *)(a2 + 50512) = v5; 

      *(_BYTE *)(a2 + 50513) = version_1; 

      v12(a2); 

      return; 

    } 

    *(_BYTE *)(a2 + 50512) = 0; 

    log_function("%s: Error (%d)\n", "HGFileCopyCreateSessionCB", v10); 

    dummy = status; 

  } 

LABEL_22: 

  v13 = *(_DWORD *)(a2 + 18560) - 2; 

  *(_DWORD *)(a2 + 24820) = dummy; 

  if ( v13 <= 1 && (*(_BYTE *)(a2 + 18576) & 6) != 0 ) 

    *(_BYTE *)(a2 + 24816) = 1; 

  if ( *(_DWORD *)(a2 + 18520) == -1 || dummy == 19 ) 

  { 

    if ( *(_DWORD *)(a2 + 50544) != 1 || dummy == 19 ) 

    { 

      sub_1407EDE70(a2); 

    } 

    else 

    { 

      *(_QWORD *)(a2 + 50536) = sub_1407EDE70; 

      sub_1407EE430(a2); 

    } 

  } 

  else 

  { 

    v14 = *(_DWORD **)(a2 + 18568); 

    *v14 = 0x80000000; 
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    v14[1] = 3; 

    v14[2] = *(_DWORD *)(a2 + 18520); 

    sub_1407F4F80(*(char **)(a2 + 18568), 0xCu, (__int64)sub_1407EE8A0, a2); 

  } 

} 

 

__int64 __fastcall extract_struct_data( 

        struct_input_data *input_data, 

        unsigned __int64 input_size, 

        _BYTE *version, 

        _QWORD *sessionId, 

        _DWORD *requestId, 

        _DWORD *flags, 

        _DWORD *information, 

        _DWORD *operation, 

        _DWORD *status, 

        _QWORD *payload_ptr_, 

        _QWORD *payload_size_) 

{ 

  unsigned __int64 packet_size; // rax 

  unsigned int payload_size; // ecx 

  char *payload_ptr; // rcx 

 

  if ( input_size < 0x34 ) 

    return 7; 

  if ( input_data->dummy != 255 ) 

    return 7; 

  packet_size = input_data->packetSize;          

  if ( packet_size > input_size || input_data->headerSize > (unsigned int)packet_size ) 

    return 7; 

  *version = input_data->version; 

  *sessionId = input_data->sessionId; 

  *requestId = input_data->requestId; 

  *operation = input_data->op; 

  *flags = input_data->flags; 

  *information = input_data->information; 

  payload_size = input_data->packetSize - input_data->headerSize; 

  *payload_size_ = payload_size;                 

  if ( payload_size ) 

    payload_ptr = &input_data->version + input_data->headerSize; 

  else 

    payload_ptr = 0; 

  *payload_ptr_ = payload_ptr; 

  *status = input_data->status; 

  return 0; 

} 
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__int64 __fastcall validation_function(int operation, unsigned __int64 payload_size) 

{ 

  return payload_size < qword_140D2C160[operation] ? 7 : 0; 

} 
 

This led to much more accurate analysis: 
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Then provided details on why this was unsafe pre-patch: 
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Overall, this was a much better analysis and does once again show potential in SOTA models for performing patch 

diffing, especially if symbols or if manual work is performed on the reverse engineered code prior to adding 

additional context to it. 
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