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1. Introduction 

The transition from late 2025 into early 2026 has more than shifted headlines; it has reset the baseline for how 

energy assets are valued, defended, and regulated. For boards and deal teams, the message is straightforward: 

cyber risk has crossed the aisle from IT housekeeping to enterprise value, and it now shapes whether a transaction 

clears regulators, financing committees, and insurers. The takeaway is clear: in energy, operational continuity and 

cyber resilience have become inseparable from price, terms, and time‑to‑close. 

 

For more than a decade, state‑linked adversaries treated utilities as intelligence targets. That era is ending. 

Intrusions increasingly aim to stay and stage—not merely to observe. In practical terms, that means footholds in OT 

and adjacent networks designed to be activated during stress: a weather event, a diplomatic crisis, a labor action, 

or a closing window in an M&A timeline. Why this matters: an asset can present clean financials while carrying 

latent cyber debt—dormant access, brittle edge devices, or vendor tunnels that standard diligence glosses over. 

From an M&A lens, that’s a red flag. 

 

The energy transition amplified this exposure. A centralized grid guarded by a handful of hardened plants has 

become a mesh of internet‑connected endpoints: solar, wind, batteries, field routers, maintenance portals, and 

third‑party telemetry links. This decentralization is good for sustainability—and challenging for security. What this 

means for acquirers: resilience now depends on security‑grade telemetry, segmented remote access, and credible 

island‑mode plans that can be evidenced during diligence, not promised after close. 

 

Market behavior is already reflecting this shift. Deals are bifurcating assets that can demonstrate tested 

segmentation and monitored edge access command premiums; targets with unresolved exposure invite price 

chipping, extended exclusivity, or regulatory pushback. Meanwhile, governments are reframing approvals around 

national resilience, not just antitrust. For buyers, this changes everything: due diligence must evolve into 

compromise assessment—a forward‑looking view of operational risk that travels with the asset. 

 

The uncomfortable reality is that energy has become the central theater of hybrid conflict, where cyber actions are 

timed to logistics, weather, and public pressure. The implication for capital is direct: valuation now includes the 

probability‑weighted cost of downtime, remediation, regulatory friction, and insurability. The rest of this report 

details how the threat landscape evolved, where the technical weak points sit, and how to convert those insights 

into deal structure, timetables, and portfolio resilience. 

 

 

Related NCC OT Threat Intel “Express Attack Briefs” (EABs) 

• NCC-OTCE-EAB-018 - VOLTZITE 

• NCC-OTCE-EAB-060 - FROSTYGOOP 

• NCC-OTCE-EAB-064 - IRANIAN CYBER COMMAND (IRGC-CEC & MOIS) 

• NCC-OTCE-EAB-023 – SALT TYPHOON  
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2. The Geopolitical Economy of Cyber Warfare in the 

Energy Sector 

The closing quarter of 2025 didn’t just extend prior trends; it recast the rules. Energy now sits at the junction of 

national security, industrial policy, and capital flows—and it’s being treated accordingly. The takeaway is clear: what 

used to be “IT risk” has become a deal‑shaping strategic variable for operators, regulators, and buyers. 

2.1 The Strategic Pivot: From Espionage to Pre-positioning 

For years, state actors probed utilities to steal data and map networks. Late 2025 marked a change in doctrine: 

intrusions increasingly aim to stay and stage—not just to look. In practice, that means footholds inside OT‑adjacent 

networks designed to be activated later, under stress. Why this matters: from an M&A lens, a target can appear 

operationally sound while carrying latent cyber debt. Compromise assessments must look for persistence, not just 

patch levels. (See also U.S. joint advisories warning that PRC actors have pre‑positioned in U.S. critical 

infrastructure.) 

2.2 The Weaponization of the Green Transition 

The global push toward decarbonization and the integration of renewable energy sources has inadvertently 

expanded the attack surface of the power grid. The transition from a centralized hub-and-spoke model of power 

generation—dominated by a few massive, heavily guarded thermal and nuclear plants—to a decentralized mesh of 

thousands of solar farms, wind turbines, and battery storage systems has created a "target-rich, cyber-poor" 

environment. 

The events in Poland in late December 2025 serve as a grim case study of this vulnerability. Adversaries, 

specifically the Russian-linked Sandworm group, deliberately targeted the communication links between these 

distributed renewable assets and the central grid operators. By attempting to severe or manipulate the telemetry 

from wind and solar installations—which provided 25% of the country's power during the attack window—the 

attackers sought to destabilize the grid's frequency balance, threatening a cascading blackout. This demonstrates a 

strategic understanding by threat actors: the "smart grid" is fragile, and its reliance on internet-connected sensors 

and third-party maintenance access creates seams that can be exploited to bypass the hardened defences of 

traditional power plants. 

2.3 M&A Market Dynamics: The Cyber Premium and Discount 

Despite the heightened threat environment, the energy M&A market remained robust in volume, driven by the 

imperative to secure power for energy-intensive AI datacenters and the electrification of transport. Total announced 

deal value reached $141.9 billion across 35 transactions in the 12 months leading up to November 2025. However, 

beneath these headline numbers, a bifurcation in asset valuation emerged.    

Assets with verifiable "cyber resilience"—those capable of demonstrating robust network segmentation, supply 

chain visibility, and "island mode" capabilities—commanded premiums. Conversely, assets with legacy OT debt, 

unpatched vulnerabilities in critical gateways (such as the widespread Ivanti and Cisco flaws discussed later), or 

exposure to high-risk hardware supply chains faced significant valuation discounts or deal termination. The concept 

of "cyber due diligence" has evolved from a checklist compliance exercise to a core component of financial 

modeling, with investors aggressively pricing in the cost of remediating "cyber debt"—the cumulative cost of 

unpatched systems and undetected compromises 

3. Threat Actor Nexus I: Sandworm (Russia) and the Kinetic 

Hybrid War 

Deal volume held up as electrification and AI‑driven demand pulled assets into the market, but pricing quietly 

bifurcated. Assets that demonstrate provable resilience—clean segmentation, monitored remote access, tested 
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island‑mode procedures—command a premium. Targets with legacy gateways, visible exposure at the edge, or 

unresolved alerts are price‑chipped or parked. For buyers, this changes everything: the model isn’t “patch after 

close,” it’s “assess for compromise before offer.” 

The activities of the threat group Sandworm (tracked as Unit 74455 of the Russian GRU and linked to 

FROSTYGOOP Malware / Campaign) during late 2025 represent the most immediate and kinetic threat to energy 

security in Europe. Unlike other actors who prioritize stealth, Sandworm’s operations are characterized by their 

disruptive intent and coordination with broader military and hybrid warfare objectives. 

3.1 The December 2025 Poland Energy Grid Offensive 

In the final days of December 2025, Poland faced a coordinated and massive cyber assault on its energy 

infrastructure by Sandworm (Russian GRU) leveraging FROSTYGOOP’s Modbus-manipulation capabilities that 

brought the nation "very close to a blackout". This incident was not a random probe but a calculated act of 

sabotage timed to coincide with severe winter weather, maximizing the potential for humanitarian distress and 

social chaos. 

Why this matters: aiming at telemetry that integrates distributed assets can blind the control room without 

“breaking” a plant—consistent with Sandworm’s history of ICS/OT impact (MITRE ATT&CK, 2024). For buyers, 

that’s a red flag: renewable‑heavy portfolios must evidence island‑mode drills and monitored vendor access, not 

just policy statements.  

3.1.1 Operational Timeline and Targeting Strategy 

The FROSTYGOOP enabled attack unfolded in the last days of December, a period typically associated with 

reduced staffing levels in Security Operations Centers (SOCs) due to the holidays.    

• Target Selection: Initial forensics indicate that the attackers first probed the defenses of large thermal power 

plants via . Finding these targets hardened, they pivoted their main effort toward the "soft underbelly" of the 

grid: the communication systems managing renewable energy sources.    

• The "Digital Tanks" Offensive: Polish Digital Affairs Minister Krzysztof Gawkowski described the assault as 

"digital tanks" crossing the border, emphasizing the scale and ferocity of the traffic. The attackers targeted the 

SCADA (Supervisory Control and Data Acquisition) protocols that integrate solar farms and wind turbines into 

the national grid.    

• Renewable Dependency Exploitation: At the time of the attack, renewable sources were accounting for 

approximately 25% of Poland's electricity generation due to favorable wind conditions. By disrupting the data 

flows from these sources, Sandworm aimed to "blind" the grid operators to the actual output of these assets. In 

a synchronous grid, the loss of visibility over a quarter of generation capacity can lead to rapid frequency 

fluctuations, triggering automatic safety trips that cascade into a blackout. 

3.1.2 Technical Tradecraft: The Return of FrostyGoop? 

While attribution in the immediate aftermath of cyber operations is challenging, technical indicators suggest the 

employment of advanced OT-specific malware. 

• Modbus Manipulation: Reports from the incident align with the capabilities of FrostyGoop, a malware 

strain first identified targeting ENCO controllers in Ukraine in early 2024. FrostyGoop is notable for its ability 

to interact directly with Industrial Control Systems (ICS) using the Modbus TCP protocol over port 502 

• Mechanism of Action: Unlike traditional wipers that destroy data, FrostyGoop is designed to send precise 

command sequences to controllers, altering process parameters (e.g., temperature setpoints, flow rates) to 

cause physical malfunctions. In the Polish context, it is highly probable that similar Modbus-capable 

malware was used to send "stop" or "disconnect" commands to renewable inverters and substation 

controllers, or to feed false telemetry to the central management system. 
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3.1.3 Strategic Context: Logistics and Deterrence 

The targeting of Poland cannot be divorced from its role as the primary logistics hub for Western military aid to 

Ukraine. 

• The Energy Bridge: Poland is a critical energy supplier to Ukraine, exporting 144 GWh of electricity as of 

January 2026 to help stabilize the Ukrainian grid against Russian missile strikes. By attacking the Polish 

grid, Sandworm sought to sever this lifeline. 

• Cross-Sector Coordination: The cyber offensive was not limited to energy. Simultaneous disruptions were 

reported in Polish railway signaling systems—the primary mechanism for moving heavy military equipment. 

This cross-sector targeting of energy (to cut power to the rails) and transportation (to halt the trains) 

demonstrates a sophisticated understanding of interdependent critical infrastructure. 

3.2 Implications for Regional Stability 

The near-success of the Polish attack has profound implications for Northern and Eastern Europe. It demonstrated 

that the "energy transition" has created new vulnerabilities that adversaries are quick to exploit. For M&A investors 

looking at assets in the Baltics, Poland, or Finland, the "Sandworm Risk" is now a tangible valuation factor. Assets 

that rely heavily on distributed, internet-connected renewables without robust, out-of-band management capabilities 

are increasingly viewed as distressed assets in the face of Russian hybrid warfare. 

 

4. Threat Actor Nexus II: Volt Typhoon (China) and 

Strategic Pre-positioning 

U.S. and allied agencies assess with high confidence that PRC state‑sponsored operators have compromised 

multiple U.S. critical‑infrastructure entities using low‑noise, living‑off‑the‑land tradecraft to pre‑position for potential 

disruption (CISA, 2024; NSA, 2024). MITRE’s profile (G1017) documents credentials‑first tactics and SOHO device 

abuse for proxying—detection depends on behavior analytics and log depth rather than signatures (MITRE 

ATT&CK, 2025). 

While Sandworm’s operations are loud and destructive, the threat posed by the People’s Republic of China (PRC) 

state-sponsored actor Volt Typhoon (also known as Bronze Silhouette or Vanguard Panda) is defined by silence, 

patience, and deep persistence. Throughout late 2025, Volt Typhoon continued to execute a broad campaign of 

infiltration into U.S. critical infrastructure, focused not on immediate disruption but on establishing the leverage to 

cripple American military mobilization in the event of a conflict in the Pacific. 

4.1 The Doctrine of "Living off the Land" 

Volt Typhoon represents a paradigm shift in APT (Advanced Persistent Threat) tactics. Rather than deploying 

custom malware that might trigger endpoint detection and response (EDR) systems, the group utilizes "Living off 

the Land" (LOTL) techniques. 

• Abuse of Legitimate Tools: The actors rely almost exclusively on built-in administrative tools such as 

PowerShell, WMI (Windows Management Instrumentation), and the “netsh” command line utility to conduct 

reconnaissance and move laterally. This makes their activity nearly indistinguishable from legitimate system 

administration. 

• Network Service Scanning: The group conducts extensive reconnaissance of internal networks to map 

architecture and identify key assets, such as domain controllers and OT gateways. They specifically target 

valid administrator credentials, often dumping the “NTDS.dit” Active Directory database to gain unfettered 

access to the environment. 
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4.2 Supply Chain Infiltration and the SOHO Botnet 

Volt Typhoon’s entry vectors often exploit the obscure edges of the network—specifically Small Office/Home 

Office (SOHO) routers and edge devices that are frequently unmanaged by central IT. 

• The KV-Botnet Legacy: While the FBI disrupted the KV-Botnet in late 2023, Volt Typhoon has rapidly 

reconstituted its infrastructure, compromising thousands of unmanaged devices (e.g., Netgear, Cisco, 

Mikrotik) to route malicious traffic. 

• Mikrotik Exploitation: A critical vulnerability in Mikrotik RouterOS (CVE-2024-54772), identified in late 

2025, became a key enabler for this group. The flaw allowed attackers to brute-force valid user accounts on 

the “WinBox” service, turning these ubiquitous routers into command-and-control (C2) nodes. Once inside 

a router on the perimeter of an energy utility, Volt Typhoon could tunnel traffic directly into the OT network, 

bypassing the corporate firewall entirely. 

4.3 Cross-Sector Progression: Telecoms as the Key 

A disturbing development in late 2025 was the identification of a related PRC campaign (dubbed Salt Typhoon) 

targeting U.S. telecommunications providers. 

• Targeting Lawful Intercept: Reports from October 2025 and January 2026 confirmed that PRC hackers 

had breached major U.S. broadband providers, specifically targeting systems used for court-ordered 

wiretaps. 

• The Energy Nexus: This telecom access provides a devastating strategic advantage. By monitoring the 

communications of energy sector executives and emergency response personnel, Volt Typhoon can 

anticipate defensive maneuvers, identify key personnel for social engineering, and potentially disrupt the 

out-of-band communication channels that utilities rely on during a cyber crisis. This represents a 

sophisticated cross-sector kill chain: compromise the telecoms to enable the compromise of the energy 

grid. 

4.4 Regulatory Fallout: CFIUS and the Deal Blockage 

The pervasive threat of Volt Typhoon has led to a hardened stance by U.S. regulators regarding foreign 

investment in industrial sectors. 

• The Nippon Steel Precedent: The blocking of Nippon Steel’s acquisition of U.S. Steel, a saga that 

culminated in executive orders in early 2025, was driven largely by supply chain security concerns. 

Although Nippon Steel is a Japanese (allied) entity, the interdependencies of the global steel supply chain 

and the potential for embedded vulnerabilities in industrial processes raised red flags with the Committee 

on Foreign Investment in the United States (CFIUS). The inability to hermetically seal the merged entity’s 

OT networks from potential third-party supply chain risks was a silent but decisive factor. 

• Cyber Due Diligence as Law: CFIUS has expanded its mandate to explicitly review transactions for 

"cybersecurity risks" and threats to "sensitive U.S. person data".  This effectively means that any M&A deal 

involving critical infrastructure now faces a national security audit of its network architecture. Deals are 

being blocked or conditioned on onerous mitigation measures—such as the complete "rip and replace" of 

Chinese-origin components—which can destroy the deal's economic rationale. 

 

5. Threat Actor Nexus III: Iranian Cyber Command and 

Asymmetric Retaliation 

The third major vector of threat activity stems from the Islamic Republic of Iran. Throughout late 2025 and early 

2026, Iran faced immense internal instability, with nationwide protests leading to a regime-imposed internet 
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blackout. Paradoxically, this domestic turmoil did not stifle Iran’s external cyber operations; rather, it sharpened 

them. The Islamic Revolutionary Guard Corps (IRGC) and the Ministry of Intelligence (MOIS) utilized the 

blackout to mask their own outbound attacks, launching asymmetric strikes against U.S. and Israeli infrastructure. 

5.1 The Internet Blackout: A Signal-to-Noise Opportunity 

On January 8, 2026, the Iranian regime cut off internet access for the vast majority of its citizens to quell protests. 

For cybersecurity analysts, this created a unique observational environment. 

• The "Clean" Signal: With residential and commercial traffic silenced, the remaining outbound traffic from 

Iran was almost exclusively from state-controlled entities. Analysts observed a surge in malicious traffic 

originating from "boring government agencies" like the Ministry of Agriculture and Energy, which were 

whitelisted by the regime. 

• Operational Continuity: Despite the chaos on the streets, groups like MuddyWater and APT33 continued 

their operations uninterrupted, using these government networks as launchpads. This indicates a high 

degree of segmentation between the regime’s internal control mechanisms and its external cyber warfare 

capabilities. 

5.2 CyberAv3ngers and the Unitronics Supply Chain 

The most visible Iranian campaign during this period was conducted by CyberAv3ngers, an IRGC-affiliated 

persona that targets the supply chain of Israeli technology. 

• The Unitronics Vector: The group systematically scanned the internet for Unitronics Programmable 

Logic Controllers (PLCs), specifically the Vision Series. These devices, manufactured in Israel, are widely 

used in the U.S. water and wastewater sectors, but also appear in niche energy applications and 

manufacturing. 

• Attack Methodology: The attacks were relatively unsophisticated but highly effective. The actors exploited 

devices configured with default passwords (often "1111") and exposed on default ports (TCP 20256). Upon 

access, they defaced the HMI with the message "You have been hacked, down with Israel" and, critically, 

manipulated process controls. 

• Cross-Sector Impact: While the headline incident involved the Municipal Water Authority of Aliquippa in 

Pennsylvania, where a booster station was compromised, the campaign had a broader scope. The same 

PLCs are used in energy substations for auxiliary controls. The attack demonstrated the fragility of the 

supply chain: a vulnerability in a minor component (a PLC) became a vehicle for geopolitical retaliation, 

crossing from water to energy to manufacturing. 

5.3 IRGC Affiliated: APT33 and MuddyWater: The Escalation 

Beyond the "hacktivist" facade of CyberAv3ngers, Iran’s premier APT groups escalated their targeted intrusions. 

• Activity Surge: Nozomi Networks reported a 133% increase in Iran-linked attacks on U.S. critical 

infrastructure in the months leading up to January 2026. 

• MuddyWater's New Toolkit: The MuddyWater group deployed a new backdoor dubbed MuddyViper, 

delivered via a loader called "Fooder." This loader employed a novel evasion technique: it used logic 

derived from the "Snake" video game to delay execution, thereby bypassing automated sandboxes that 

only analyze files for a few minutes. This level of tooling development indicates that Iran is investing heavily 

in bypassing modern defenses, moving up the sophistication ladder from simple wipers to persistent 

espionage tools. 

 

http://www.nccgroup.com/


9    Document classification   

6. The Ecosystem of Vulnerability: Technical Vectors 

Analysis 

The campaigns described above were enabled by a specific set of critical vulnerabilities in the perimeter and edge 

devices of energy organizations. The reliance on legacy VPNs and firewalls, coupled with the slow patch cycles 

inherent to OT environments, created a "permeable perimeter" that threat actors exploited with impunity. 

6.1 The Edge Under Siege: Cisco and Fortinet Zero-Days 

The energy sector’s reliance on major networking vendors became a liability in late 2025 as a series of zero-day 

vulnerabilities were discovered and exploited. 

• Cisco AsyncOS (CVE-2025-20393): In late 2025, a China-nexus actor (tracked as UAT-9686) exploited a 

zero-day vulnerability in Cisco Secure Email Gateway. This flaw allowed for Remote Command Execution 

(RCE) with root privileges. By compromising the email gateway, attackers could bypass phishing filters to 

deliver malware directly to internal users, or use the appliance itself as a beachhead for lateral movement. 

• Fortinet FortiWeb (CVE-2025-61984): A critical vulnerability in Fortinet's Web Application Firewall (WAF) 

allowed unauthenticated attackers to create administrator accounts. For energy companies using WAFs to 

protect customer portals or remote access gateways, this was a catastrophic failure of the management 

plane. 

6.2 The VPN Crisis: Ivanti Connect Secure 

The widespread use of Ivanti (formerly Pulse Secure) VPNs for remote access to OT environments continued to be 

a major source of risk. 

• Chaining Vulnerabilities: Despite patches, threat actors—particularly from China—continued to exploit 

Ivanti Connect Secure gateways by chaining vulnerabilities (CVE-2025-0282 and others) to bypass 

authentication. The persistence of these actors in Japanese and U.S. networks for months after patches 

were released highlights the difficulty of remediating edge devices that cannot be easily taken offline for 

maintenance. 

6.3 Hardware Supply Chain Risks 

• Mikrotik RouterOS (CVE-2024-54772): As noted in the Volt Typhoon analysis, the vulnerability in 

Mikrotik’s WinBox service allowed for the brute-forcing of user accounts. These low-cost routers are often 

used in renewable energy installations (solar farms, wind turbines) for telemetry backhaul, making them a 

critical weak point in the decentralized grid. 

• Unitronics PLCs: The Unitronics issue goes beyond default passwords. The market share of these devices 

is relatively small (<1% globally), but their concentration in specific critical sectors (water, niche energy) 

creates a "monoculture" risk. The fact that these devices are often internet-exposed without VPNs speaks 

to a failure in basic OT security hygiene. 

Table 1: Critical Vulnerabilities Exploited in Energy Campaigns (Nov 2025 - Jan 2026) 

CVE ID Product 
Vulnerability 

Type 

Primary Exploiting 

Actor 
Impact on Energy Sector 

CVE-2025-

20393 

Cisco Secure Email / 

AsyncOS 
RCE (Zero-Day) 

China-Nexus (UAT-

9686) 

Root access to perimeter; payload 

delivery bypass. 

CVE-2025-

61984 
Fortinet FortiWeb Auth Bypass General/State Actors 

Hijacking of management planes for 

energy portals. 
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CVE ID Product 
Vulnerability 

Type 

Primary Exploiting 

Actor 
Impact on Energy Sector 

CVE-2025-

0282 

Ivanti Connect 

Secure 

RCE / Auth 

Bypass 
China-Nexus 

Persistent access to OT remote 

maintenance links. 

CVE-2024-

54772 
Mikrotik RouterOS Info Disclosure Volt Typhoon 

Brute-forcing accounts to use routers 

as C2 nodes. 

N/A (Config) Unitronics PLCs 
Default 

Credentials 

CyberAv3ngers 

(IRGC) 

Direct manipulation of process 

controls (HMI defacement). 

 

7. The M&A Impact Analysis: Cyber Debt and Valuation 

The convergence of these threats has profound financial implications for M&A in the energy sector. Cyber risk has 

transitioned from an operational IT concern to a core component of enterprise valuation and deal structure. 

7.1 The Concept of "Cyber Debt" 

Acquirers are increasingly assessing targets for "cyber debt"—the latent financial liability represented by unpatched 

vulnerabilities, legacy hardware, and potential regulatory fines. 

• Valuation Erosion: Historical data indicates that a successful cyberattack can depress a company's 

earnings by up to 30% in the subsequent year. In the current market, M&A teams are pricing this risk 

upfront. The discovery of unmitigated exposure to high-risk vulnerabilities (like the Ivanti or Cisco flaws 

mentioned above) during due diligence is being used as leverage to lower acquisition offers, a practice 

known as "price chipping." 

• Deal Termination: The heightened risk environment has led to the collapse of major deals. The expansion 

of regulatory oversight in the UK, specifically the North Sea Transition Authority’s (NSTA) new powers to 

evaluate the cyber and national security credentials of asset purchasers, contributed to the complications 

and reported termination of asset sales involving major players like Shell and Exxon. Investors are unwilling 

to navigate the regulatory thicket of acquiring assets that may be rejected by the state due to cyber 

vulnerabilities. 

7.2 Regulatory Blockage and "Trust" 

The role of government in M&A has shifted from antitrust enforcement to national security guardianship, with cyber 

resilience as the primary metric. 

− CFIUS Expansion: The Committee on Foreign Investment in the United States (CFIUS) now explicitly 

scrutinizes deals for "cybersecurity risks". This was a key factor in the blockage of the Nippon Steel / U.S. Steel 

deal. The concern was not just economic ownership, but the security of the industrial supply chain. If a merged 

entity cannot guarantee that its OT networks are free from foreign pre-positioning (like Volt Typhoon), the deal 

is viewed as a threat to national resilience. 

− Supply Chain Readiness: The U.S. Department of Energy’s "Supply Chain Readiness Level" (SCRL) 

framework is becoming a de facto standard for M&A due diligence.30 Acquirers must assess whether a target’s 

supply chain is overly reliant on "covered nations" (China, Russia, Iran). A target company heavily dependent 

on Chinese solar inverters or Russian-sourced software components is now viewed as a liability, requiring 

expensive "rip and replace" remediation that erodes deal value. 
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7.3 The Triple Bottom Line and Insurance 

Energy executives are being forced to adopt a "Triple Bottom Line" approach that weighs financial performance, 

social responsibility, and security resilience equally. 

− Insurance Gaps: The cyber insurance market is tightening, with exclusions for "acts of war" becoming 

standard. The attacks in Poland, attributed to Russian state actors, blur the line between criminal hacking and 

war. If insurance policies do not cover state-sponsored pre-positioning or sabotage, the financial risk remains 

entirely on the balance sheet of the acquiring company. This lack of risk transferability is a major friction point 

in deal negotiations. 

8. NCC Group Strategic Outlook and Recommendations 

The energy sector is no longer merely a provider of commodities; it is the central nervous system of modern 

geopolitical conflict. The events of November 2025 through January 2026 demonstrate that threat actors have the 

intent and capability to disrupt energy flows to achieve strategic military and political goals. 

8.1 Conclusions 

− Hybrid Warfare is the Norm: The attack on the Polish grid confirms that energy infrastructure is a 

legitimate target in hybrid warfare. The synchronization of cyberattacks with kinetic logistics disruption 

(rail) and weather events marks a dangerous escalation. 

− Latency is a Toxic Asset: The threat from Volt Typhoon is defined by its latency—the ability to strike 

later. In M&A, this undetected presence is a toxic asset that can destroy post-acquisition value and 

trigger national security reviews. 

− Supply Chain is the Attack Vector: From Unitronics PLCs to Mikrotik routers, adversaries are 

bypassing hardened perimeters by targeting the commoditized, often overlooked hardware at the edge 

of the grid. 

8.2 Recommendations for Strategic Planners 

− Institute "Compromise Assessments" in M&A: Standard due diligence is insufficient. Acquirers must 

mandate "compromise assessments" specifically hunting for APT indicators (like Volt Typhoon’s LOTL 

footprints) prior to closing any deal. 

− Demand "Island Mode" Capability: Investments in renewable energy portfolios should be contingent 

on the asset’s ability to operate in "island mode"—disconnected from the wider grid and internet—to 

ensure resilience against cascading cyber-induced failures. 

− Audit the Hardware Supply Chain: Energy companies must inventory their exposure to high-risk 

vendors (Unitronics, Mikrotik, etc.) and prioritize the replacement or rigorous segmentation of these 

devices. 

− Plan for the "Black Swan": The Iran internet blackout and the Poland near-miss demonstrate that worst-

case scenarios are plausible. Crisis management plans must account for simultaneous cyber and kinetic 

events, including the total loss of digital communications. 
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