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$ who
Alex Plaskett – Associate Director (Exploit Development Group)

• Embedded systems, OS, mobile, AI, etc. 

Robert Herrera – Principal Security Researcher (Exploit Development Group)

• Hardware and embedded systems, radio / network security 

McCaulay Hudson - Principal Security Researcher (now at watchTowr)

• Console hacking, embedded systems
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$ Background

Why? 

• In-the-wild report published on USB exploitation by Amnesty / 
Google TAG of alleged Cellebrite USB 0-day

• https://www.amnesty.org/fr/wp-
content/uploads/2025/03/EUR7091182025ENGLISH.pdf 

• Lack of USB knowledge 

• Public domain research was mixed 

• Typically, cell phones, bootloaders / games consoles etc 

• Goal of Pwn2Own Automotive (Tesla IVIs)

• Building the knowledge and tooling needed (DUET)

• For background, we will describe two N-days we exploited 
whilst learning USB and one 0-day

• Full device-only RCE exploit chain on Ubuntu Desktop
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Previous Research

• The area of security of research is not new. 

• Andrey Konovalov’s research was most notable 

Finding USB Vulnerabilities

• 2009: "USB Attacks: Fun with Plug and 0wn" by Rafael Dominguez Vega  

• 2012: "Emulating USB Devices with Python" by Travis Goodspeed [article]

• 2013: Lessons learned from 50 bugs: Common USB driver vulnerabilities by Andy Davis

• 2019: "Coverage-Guided USB Fuzzing with Syzkaller" by Andrey Konovalov [slides] [video] [docs]

Exploiting USB Vulnerabilities 

• 2014: "HubCap: pwning the ChromeCast“

• 2016: "CVE-2016-2384: Exploiting a double-free in the Linux kernel USB MIDI driver" by Andrey Konovalov

• 2021 - https://i.blackhat.com/EU-21/Thursday/EU-21-Bogaard-Geist-Achieving-Linux-Kernel-Code-Execution-
Through-A-Malicious-USB-Device.pdf 

• 2022: "Exploiting the Wii U's USB Descriptor parsing“

• 2026 - https://codeberg.org/katze/tx2hax/src/branch/main/writeups/rcmhax.md 
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USB Explained

Communication
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USB Explained

Descriptors
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USB Explained

USB Class Descriptors

https://www.usb.org/sites/default/files/Audio2_with_Errata_and_EC
N_through_Apr_2_2025.pdf
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Amnesty/Google TAG Investigation

The first real example of USB 0-day memory corruption kernel exploits ITW: 

https://securitylab.amnesty.org/latest/2025/02/cellebrite-zero-day-exploit-used-to-target-phone-of-
serbian-student-activist/ 

CVE-2024-53104 – Out-of-bounds write in USB Video Class driver.

CVE-2024-53197 – Descriptor corruption in ALSA sound subsystem.

CVE-2024-50302 – Kernel memory leak via HID reports.

• Targeted a Samsung Galaxy A32 (5.4.* or 5.10.* kernel version)

• Useful to see what areas are under attack!
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CVE-2024-53104 – OOB Write in USB Video Class
• MEDIA_USB_SUPPORT / 

USB_VIDEO_CLASS - Chicony 
CNF7129 UVC Webcam

• UVC_QUIRK_RESTRICT_FRAM
E_RATE

• Miss calculation between the size 
of the frames allocation buffer and 
the parsing of the descriptors 
when UVC_VS_UNDEFINED is 
used

• OOB write outside the heap 
allocation

• Samsung A32 (SM-A325F) - 
Missing UVC_VIDEO_CLASS??
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CVE-2024-53104 – OOB Write in USB Video Class

• Zhuowei POC

• https://github.com/zhuowei/facedancer/blob/rawgadget2/ex
amples/camera.py 

• Andrey Konovalov did a talk about rediscovery with fuzzing:  
https://docs.google.com/presentation/d/1ba7Au3Gt6dEQAsfZmj
UdzjVWHKxE_EdaJGU9WOSF-
Ts/edit?slide=id.g3539dbc67c9_0_8#slide=id.g3539dbc67c9_0_
8 
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CVE-2024-50302 – Kernel Memory Leak via HID 
Reports 

• No public details how this was 
exploited

• Fix was wide (i.e. zero HID report 
buffer) - reduces impact to all HID 
drivers

• Related to the Anton Touch Pad 
device
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CVE-2024-53197 – UAC Audio OOB Access

• CONFIG_SND_USB_AUDIO

• Extigy and Mbox2 boot quirk

• Requests a new device descriptor 
and uses the new of 
bNumConfigurations to loop

• Leads to a free of an out of 
bounds pointer
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CVE-2024-53197 – UAC Audio OOB Access
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Attack Summary
• Two possible exploit chains?

o HID Mouse (Info Leak) + 
UVC Video (OOB Write) 
- Failed?

o USB HID Leak + USB 
Sound - Success

https://securitylab.amnesty.org/latest/2025/02/cellebrite-zero-day-exploit-used-to-target-phone-
of-serbian-student-activist/
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In-the-wild Summary

• No information on how these issues were being exploited.

o What primitives had the attackers built?

• What would be needed to replicate exploiting these types of issues?

o The ability to insert and remove multiple crafted USB devices?

o Heap Grooming and Info Leaking Mechanisms?

• After we tried using existing tools, we hit some limitations

o Facedancer / Cynthion

▪ Couldn't create multiple devices 

▪ Was enough for the HID + UVC Video chain but not for other vulns we exploited

o Software Emulated Hubs

▪ Couldn't emulate USB devices fully attached to the hub ports

▪ Attempted a FPGA implementation

19
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HID OOB Read

• Integer underflow in Human Interface Device (HID Core) subsystem

• Information disclosure of ~64 KB of data starting from a kzalloc(7, GFP_KERNEL) over USB

21
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HID OOB Read

22

• Integer underflow in Human Interface Device (HID Core) subsystem

• Information disclosure of ~64 KB of data starting from a kzalloc(7, GFP_KERNEL) over USB
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HID OOB Read
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• Integer underflow in Human Interface Device (HID Core) subsystem

• Information disclosure of ~64 KB of data starting from a kzalloc(7, GFP_KERNEL) over USB
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HID OOB Read
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• Integer underflow in Human Interface Device (HID Core) subsystem

• Information disclosure of ~64 KB of data starting from a kzalloc(7, GFP_KERNEL) over USB
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HID OOB Read
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• Integer underflow in Human Interface Device (HID Core) subsystem

• Information disclosure of ~64 KB of data starting from a kzalloc(7, GFP_KERNEL) over USB
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HID OOB Read
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• Integer underflow in Human Interface Device (HID Core) subsystem

• Information disclosure of ~64 KB of data starting from a kzalloc(7, GFP_KERNEL) over USB
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HID OOB Read
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HID OOB Read

• Lack of report size in descriptor result in size = 0

• ‘count’ underflows

• ‘buf’ is transmitted back to the connected device via 
usb_control_msg

• usb_control_msg max size control message is 65535 
(0xffff)

• Out of bounds data is transmitted back to device

28
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Triggering the Vuln

BUG: KMSAN: kernel-usb-infoleak in usb_submit_urb+0x5a1/0x2630 drivers/usb/core/urb.c:430
 usb_submit_urb+0x5a1/0x2630 drivers/usb/core/urb.c:430
 usb_start_wait_urb+0xc2/0x320 drivers/usb/core/message.c:59
 usb_internal_control_msg drivers/usb/core/message.c:103 [inline]
 usb_control_msg+0x27c/0x5b0 drivers/usb/core/message.c:154
 usbhid_raw_request+0x4ab/0x690 drivers/hid/usbhid/hid-core.c:-1
 __hid_request+0x2bd/0x500 drivers/hid/hid-core.c:1989
 hidinput_change_resolution_multipliers drivers/hid/hid-input.c:1950 [inline]
 hidinput_connect+0x3bf5/0x5cc0 drivers/hid/hid-input.c:2327
 hid_connect+0x6b4/0x3440 drivers/hid/hid-core.c:2239
 hid_hw_start+0xfc/0x1e0 drivers/hid/hid-core.c:2354
 ms_probe+0x2e5/0x890 drivers/hid/hid-microsoft.c:391
 __hid_device_probe drivers/hid/hid-core.c:2724 [inline]
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Porting to our Exploit Tool

• Capture wireshark capture and studied code to better 
understand the vulnerability for porting.

• Modified Tinyusb for to handle large endpoint size 
(0xffff)

• Added custom callbacks in TinyUSB to iteratively 
collect the leak data and transmit to our USB controller.
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Exploitation

Examining the state of the heap after the allocation has occurred, we can see the following (where RAX is 
kmalloc-8 allocation):
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Exploitation

Examining the state of the heap after the allocation has occurred, we can see the following (where RAX is 
kmalloc-8 allocation):

• Allocation of the overread falls into kmalloc-8 with 
512 objects in cache.

• We couldn’t find/correlate any overlapping regions of 
other caches.

• Attempted to find good spray primitives for kmalloc-8 
but seemed impractical.
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Exploitation

Examining the state of the heap after the allocation has occurred, we can see the following (where RAX is 
kmalloc-8 allocation):

• Allocation of the overread falls into kmalloc-8 with 
512 objects in cache.

• We couldn’t find/correlate any overlapping regions of 
other caches.

• Attempted to find good spray primitives for kmalloc-8 
but seemed impractical.

Solution:

• After several runs of capturing leak output text 
pointers were noticed to occur consistently.
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Exploitation

Pointer Detection Technique

• First search through the leaked data and determine 
if a value looks like a possible kernel pointer by 
checking to see if its higher order bits are set

• Check the alignment of the pointer; compilers often 
align functions to 16-byte boundaries

• If it does look like a pointer, try to resolve by building 
an offset map

• If a pointer is resolved using our offset map than 
calculate __text address
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Info Leak
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Vulnerability

• Out-of-Bounds write vulnerability in the 
`uvc_parse_format` that is the result of 
improper frame type validation 

• Results in an attacker-controlled for-loop 
corrupting adjacent `frame` structures

• If the length is big enough, adjacent kmalloc 
cache objects resulting in an OOB heap write

37

http://www.nccgroup.com/
http://www.nccgroup.com/


nccgroup.com

nccgroup.com

OOB Write
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OOB Write

39

http://www.nccgroup.com/
http://www.nccgroup.com/


nccgroup.com

nccgroup.com

OOB Write
(gdb) p *frame
$6 = {
  bFrameIndex = 1 '\001',
  bmCapabilities = 0 '\000',
  wWidth = 0,
  wHeight = 0,
  dwMinBitRate = 0,
  dwMaxBitRate = 1094795585,
  dwMaxVideoFrameBufferSize = 1111638594,
  bFrameIntervalType = 67 'C',
  dwDefaultFrameInterval = 1145324612, // 
0x44444444
  dwFrameInterval = 0x4242424242424242 (pointer)
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OOB Write

• If its big enough we could induce a heap out of 
bounds write.

• However, we since already corrupt a pointer its more 
useful to NOT induce this for stability reasons.
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Exploit – Write Primitive

• Uses max/min combination to get the minimum 
frame interval.

• dwFrameInterval is 32-bit array of intervals

• dwDefaultFrameInterval is 32 bit value
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Exploit – Write Primitive

• Uses max/min combination to get the minimum 
frame interval.

• dwFrameInterval is 32-bit array of intervals

• dwDefaultFrameInterval is 32 bit value

• We control pointer contents

• We control content that gets written

(gdb) p *frame
$6 = {
…
dwDefaultFrameInterval = 1145324612, // 
0x44444444
  dwFrameInterval = 0x4242424242424242
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Exploit – Write Primitive
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Exploit – Write Primitive
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Exploit – Write Primitive
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Exploit – Write Primitive

Pseudocode:
n = attacker_controlled_index
write_value → dwDefaultFrameInterval
write_value = 0xffffffff
write_addr[0] = 0
write_addr[n] → dwFrameInterval → 
copy_mc_fragile_key+8

min(write_addr[n], max( write_addr[0], 
write_value))
write_addr[0] = write_value = 0xffffffff 
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Exploit – Write Primitive
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Exploit – Write Primitive

Pseudocode:
n = 57
write_value → dwDefaultFrameInterval
write_value = 0x41414141
write_addr = uevent_helper
write_addr[n] → dwFrameInterval → 
uevent_helper+224

min(write_addr[n], max( write_addr[0], 
write_value))
write_addr[0] = write_value = 0x41414141 
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Exploit – Write Primitive

Pseudocode:
n = 56
write_value → dwDefaultFrameInterval
write_value = 0x42424242
write_addr = uevent_helper
write_addr[n] → dwFrameInterval → 
uevent_helper+224

min(write_addr[n], max( write_addr[0], 
write_value))
write_addr[0] = write_value = 0x42424242 
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Exploit – Write Primitive

Pseudocode:
n = 55
write_value → dwDefaultFrameInterval
write_value = 0x43434343
write_addr = uevent_helper
write_addr[n] → dwFrameInterval → 
uevent_helper+224

min(write_addr[n], max( write_addr[0], 
write_value))
write_addr[0] = write_value = 0x43434343 
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Exploit – Write Primitive
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Post Exploitation

1. Create mass storage which will automatically get 
mounted by Ubuntu at /media/user/

2. Mass storage contains a malicious executable script.

3. Connect a new USB device (causes uevent_helper to 
be triggered)

4. On Ubuntu, not mounted as noexec

5. Code Execution!! ☺
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Demo
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hid-logitech-hidpp.ko Linux Kernel Module

• HIDPP is a proprietary extension of the standard USB-HID protocol created by 
Logitech (CONFIG_HID_LOGITECH_HIDPP)

• Different class of vulnerability than previous issues we tried to exploit

o Requires heap grooming over USB 

• UAF in __do_hidpp_send_message_sync

• Only reachable with a specific device (HIDPP_QUICK_CLASS_G920)

o Vulnerability was found through fuzzing

• Patched in Tesla's 2026.32.3 release
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hid-logitech-hidpp.ko Kernel Module
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hid-logitech-hidpp.ko Vulnerability
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UAF Race Diagram
• (release_nodes kfree called 0xffff8881379e5600) 
• (hidpp_send_message_sync mutex_unlock called hidpp 

0xffff8881379e5618)
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Use-after-free Kernel Heap Spray Trigger
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After the free on hidpp occurs
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After the free on hidpp occurs

63

http://www.nccgroup.com/
http://www.nccgroup.com/


nccgroup.com

nccgroup.com

Spray Fake Descriptors (2 sprays needed)
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RDI Register Control
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Object Layouts and Code Flow
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hidpp_send_message_sync (getting PC control)
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_x86_indirect_thunk_rax (call rax) 

o Reliability problems – due to two sprays  
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Intro to DUET (Version 1.0)

• Support multiple different device 
types (Audio, Storage, HID, 
Video etc.).

• Programmatic insertion and 
removal of devices (e.g. to help 
with heap exploitation)

• Bi-directional communication 
between the device and attacker 
(e.g. to help with info leak 
exploitation) 

• Mixture of TinyUSB for hardware 
and Python harness for C&C

• Developed this in parallel with 
vulnerabilities due to deficiencies 
in other tools 

Dynamic USB Exploitation Tool (DUET)
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Framework Usage
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Devices Supported

• USB Audio

• Fasttrack, Extigy, MIDI 
Devices etc

• USB CDC

• USB HID

• USB Mass Storage
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Heap Grooming (USB Descriptor Spraying)
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Heap Grooming (USB Descriptor Spraying)
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Heap Grooming (Pointer Device Spraying)
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Info Leak Exploitation Diagram
• Bi-directional channel to send 

and receive data with the 
manager

• Support different leak primitives

o Pointer leaks

o Report leaks
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Use-after-free Kernel Heap Spray with DUET
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Use-after-free Kernel Heap Spray with DUET
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Chain Abstraction
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Version 2.0 - Pooldancer – FPGA 

• Based on Cynthion platform

o Initially researching this prior to the LLM era

o Vibe coded by a colleague (Andy Davis) and Claude Opus :)

• Presents a hub with multiple emulated downstream devices at 
once

• Required modifying the FPGA bitstream as well as Moondancer 
backend

• Currently limited to 7 downstream emulated devices

o USB Host Bandwidth Errors 

• See an upcoming talk or NCC research blog post
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Conclusion

• USB attacks are both practical and valid threat for an attacker w/ physical access

o Linux has none of the USB lockdown (Android and iOS / macOS Silicon can have)

• Powerful vulnerabilities which can be exploited purely device only are rarer

o Often require multiple issues to chain together to bypass mitigations

o The tooling really matters for these issues

• Insight into how accessible developing exploits for the USB attack surface which has often been categorized as lower 
risk.

• USB code runs in an elevated privilege which, once exploited, allows to compromise the host operating systems’ 
security.

• See the whitepaper for more information!
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