A few months ago, we announced!! the release of our HTTP to MCP Bridge'2, a tool designed
to test MCP services using the same methods and tools typically employed in regular web
service security testing.

We are now releasing a major update to our tool, which includes the following enhancements:”

e Streamable HTTP Support

e Transport Mechanism Autodetection (Streamable HTTP or HTTP+SSE)
e Bridge endpoint update (now using /mcp/)

e Small refactoring and better error handling

e Added a simple math mcp server to help with testing

Some of them are detailed in the following sections.

Streamable HTTP Support

The most significant update in this release is the addition of support for the Streamable HTTP
transport mechanism, alongside the previously supported HTTP+SSE.

As it was mentioned in the previous blog postll, the HTTP+SSE is now considered deprecated
in the MCP protocol, although it is still supported. The Streamable HTTP transport mechanism
is the new and recommended option, so it was strongly necessary to add its support to our
tool.
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Figure 1 — Streamable HTTP Connections

The Streamable HTTP mechanism uses two different HTTP connections, but in a different
way than HTTP+SSE. The first connection is used for handshake purposes, while the second
connection is where all the “send” and “receive” operations happen. We found that the official
MCP Python library implements a function called ‘streamablehttp_client®!, which is very
similar to the ‘sse_client' function previously used for HTTP+SSE support. Therefore, we
adopted a similar approach in our tool.


https://www.nccgroup.com/research-blog/http-to-mcp-bridge/
https://github.com/nccgroup/http-mcp-bridge
https://www.nccgroup.com/research-blog/http-to-mcp-bridge/
https://github.com/modelcontextprotocol/python-sdk/blob/be730674adae118ad89806cd3011dc699fef8801/src/mcp/client/streamable_http.py#L447

Transport Mechanism Autodetection

Theoretically speaking, endpoints serving MCP via HTTP+SSE should use the “/sse” path,
whereas those serving via Streamable HTTP should use the “/mcp” path. Our initial approach
was to detect which mechanism to use by searching for specific strings in the URL. However,
we have now implemented a true autodetection feature: the tool first attempts to use the
Streamable HTTP mechanism, and if that fails, it falls back to HTTP+SSE

Each try is based on establishing the communication using the corresponding transport
mechanism and then invoking the “ping” method, which is available even before the initial
handshake.

INFO:  127.0.0.1:50629 - "POST /mcp/messages/6455a210-191e-428f-81cb-1cbbcOecdfeb HTTP/1.1" 400 Bad Request
INFO:  [mcp_client] Connecting to MCP server...
INFO:  [mcp_client] URL: http://127.0.0.1:9981/sse

INFO: [mcp_client] Headers: {'host’: '127.0.0.1:8000', 'accept-encoding'’: 'gzip, deflate, br', '‘connection’: 'keep-alive', ‘'user-
agent': ‘python-httpx/0.28.1', ‘content-type": 'application/json’, ‘cache-control': ‘no-store'}

INFO:  [mcp_client] Receiving message...
ERROR: [mcp_client] Error closing MCP context: unhandled errors in a TaskGroup (1 sub-exception)
INFO:  [mcp_client] Receiving message...

INFO: [mcp_client] Received message:
SessionMessage(message=JSONRPCMessage(root=JSONRPCResponse(jsonrpc="2.0', id=0, result={})), metadata=None)

WARNING: [mcp_client] SSE Transport (Deprecated)

INFO:  [mcp_client] MCP streams created

The output above shows how the tool invokes the ping method twice (“Receiving message...”
entry). The first one fails, because it tries the Streamable HTTP mechanism and it is not
supported by the target endpoint. The second succeeds, as it used the HTTP+SSE
mechanism, and it receives the expected ping response. After that, it shows a “SEE Transport
(Deprecated)” message to inform that the tool will be using that transport mechanism.

At present, it is not possible to enforce the use of a specific transport mechanism from the
command line, but we plan to add this feature soon.

Bridge Endpoint Update

Initially, the available endpoints in the HTTP to MCP Bridge included ‘/sse’, ‘/sse/messages’,
and ‘raw/’. We have now renamed the ‘/sse* endpoints to ‘/mcp*’, while keeping the rest of
the path unchanged from the previous release.

The reason for this change is to show that the tool is focused on MCP communications, and
not only those MCP communications using SSE.




Request

Pretty Raw  Hex 5] o=

1 POST /mcp/messages/dd383566-4d39-4720-bbae-ba5fadldecdd
HTTP/1.1

2 Host: 127.0.0.1:8000

3 Accept-Encoding: gqzip, deflate, br

5 User-Agent: python-httpx/0.28.1

Response

Pretty Raw  Hex w o=
1 HTTP/1.1 200 0K

2 date: Thu, 13 Nov 2025 15:14:48 GMT

3 server: uvicorn

4 content-length: 38

5 content-type: application/json

6

6 Content-Type: application/json 7| [
7 Cache-Control: no-store {

8 Content-Length: 48 "jsonrpc":"2.0",

" "id"s2,
10 { "result":{
"methed":"ping",
“jsonrpct:“2.0", }
"id":2 1
}
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Figure 2 — HTTP to MCP Bridge using the new /mcp endpoint

In addition, we have removed the old ‘/raw® endpoints. Although these were part of the initial
functionality, their features are now included in the ‘/mcp*’ endpoints, so we removed them for
simplicity.

Simple Math MCP Server

If you would like to try the HTTP to MCP Bridge or a similar tool, we have included a simple
implementation of an MCP server in ‘tests/math_mcp_server/. You can run it as follows:

$ cd http-mcp-bridge/tests/math_mcp_server
$ python3 -m venv .venv

$ source .venv/bin/activate

$ pip3 install -r requirements.txt

$uvrun.

This command runs the server at port 9981 using the Streamable HTTP transport mechanism.
Alternatively, use the following command to run it using HTTP+SSE.

$Suvrun. --sse

Then, you can run the HTTP to MCP Bridge, as usual:

$ python3 main.py --remote-url http://127.0.0.1:9981/sse

INFO:  Started server process [7622]

INFO:  Waiting for application startup.

INFO:  Starting up...

INFO:  Application startup complete.

INFO:  Uvicorn running on http://127.0.0.1:8000 (Press CTRL+C to quit)
Further Steps

We plan to add support for the ‘stdio’ transport mechanism in the coming months, enabling
our tooling to work with local MCP servers as well. Additionally, we aim to explore options for
evaluating MCP client capabilities.

Please report any problems that you find, so we can make the tool more robust and useful for
the infosec and Al security community.
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