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$ who
Alex Plaskett – Associate Director (Exploit Development Group)

• Embedded systems, OS, mobile, etc. 

Robert Herrera – Principal Security Researcher (Exploit Development Group)

• Hardware and embedded systems, radio / network security 

http://www.nccgroup.com/
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$ Background

Why we got interested in USB security research:

• We were aiming at Pwn2own Automotive targets

• Tesla IVI

• But now Pwn2Own has also introduced USB for mobile 
devices

• In-the-wild report published on USB exploitation by Amnesty / 
Google TAG 

• At the time both of us didn’t know anything really about USB!

• Public domain research was mixed (of the exploitation part) 

• Mainly focused on cell phones, bootloaders / games 
consoles etc. 

• This story is about us building the knowledge and tooling

• And in the process, we will describe 1 N-day we exploited 
whilst learning USB

• KASLR bypass often needed as first part of an exploit chain

http://www.nccgroup.com/
http://www.nccgroup.com/
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$ Tesla IVI

• Model 3 In Vehicle Entertainment

• Linux Kernel 5.4.294 (was 5.4.284 when we 
performed this research)

• USB Kernel Attack Surface

o USB HID (12 HID Device)

▪ Keyboard/Mice

o USB Sound

o USB Mass Storage

o USB Serial (1 device)

http://www.nccgroup.com/
http://www.nccgroup.com/
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Amnesty/Google TAG Investigation

https://securitylab.amnesty.org/latest/2025/02/cellebrite-zero-day-

exploit-used-to-target-phone-of-serbian-student-activist/ 

This report covered several issues in Linux Kernel code:

CVE-2024-53104 – Out-of-bounds write in USB Video Class driver.

CVE-2024-53197 – Descriptor corruption in ALSA sound subsystem.

CVE-2024-50302 – Kernel memory leak via HID reports.

• Targeted a Samsung Galaxy A32 (5.4.* or 5.10.* kernel version)

• Useful to see what areas are under attack!

• Just going to briefly touch on each of these issues before we dive in 

deep into a different USB CVE

o CVE-2024-53150 – CISA KEV
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CVE-2024-53104 – OOB Write in USB Video Class

• MEDIA_USB_SUPPORT / 

USB_VIDEO_CLASS -

Chicony CNF7129 UVC 

Webcam

• UVC_QUIRK_RESTRICT_FR

AME_RATE

• Miss calculation between the 

size of the frames allocation 

buffer and the parsing of the 

descriptors when 

UVC_VS_UNDEFINED is 

used

• OOB write outside the heap 

allocation

• Samsung A32 (SM-A325F) - 

Missing 

UVC_VIDEO_CLASS?

• The Tesla IVI we were looking 

at didn't support UVC video

http://www.nccgroup.com/
http://www.nccgroup.com/
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CVE-2024-53104 – OOB Write in USB Video Class

• Zhuowei POC

• https://github.com/zhuowei/facedancer/blob/r

awgadget2/examples/camera.py 

• Andrey Konovalov did a talk:  

https://docs.google.com/presentation/d/1ba7Au3G

t6dEQAsfZmjUdzjVWHKxE_EdaJGU9WOSF-

Ts/edit?slide=id.g3539dbc67c9_0_8#slide=id.g35

39dbc67c9_0_8 
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CVE-2024-50302 – Kernel Memory Leak via HID 
Reports 

• No public details how this was 

exploited

• Fix was wide (i.e. zero HID 

report buffer) - reduces impact 

to all HID drivers

• Related to the Anton 

Touch Pad device

http://www.nccgroup.com/
http://www.nccgroup.com/
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CVE-2024-53197 – UAC Audio OOB Access
• CONFIG_SND_USB_AUDIO
• Extigy and Mbox2 boot quirk

• Requests a new device 

descriptor and uses the 

new of bNumConfigurations to 

loop

• Leads to a free of an out of 

bounds pointer

http://www.nccgroup.com/
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CVE-2024-53197 – UAC Audio OOB Access
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Attack Summary

• Two possible exploit 

chains?

o HID Mouse (Info 

Leak) + UVC Video 

(OOB Write) - Failed?

o USB HID Leak + USB 

Sound - Success

https://securitylab.amnesty.org/latest/2025/02/cellebrite-zero-day-exploit-used-to-target-phone-
of-serbian-student-activist/
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In-the-wild Summary

• No information on how these issues were being exploited.

o What primitives had the attackers built?

• What would be needed to replicate exploiting these types of issues?

o The ability to insert and remove multiple crafted USB devices

o Heap Grooming and Info Leaking Mechanisms

• After we tried using existing  tools, we hit limitations

o Facedancer

▪ Couldn't create multiple devices without many GreatFET 

One (expensive)

o Software Emulated Hubs

▪ Couldn't emulate USB devices fully attached to the hub 

ports

▪ Attempted a FPGA implementation

• By the time we had analysed these bugs Tesla had updated their IVI

o This was not the case with CVE-2024-53150 (UAC info leak)

http://www.nccgroup.com/
http://www.nccgroup.com/
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CVE-2024-53150 – OOBs Read when finding 
clock sources 

http://www.nccgroup.com/
http://www.nccgroup.com/
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__uac_clock_find_source Patch
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USB Explained

What does ANY of this mean?

http://www.nccgroup.com/
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USB Explained

Descriptors

http://www.nccgroup.com/
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USB Explained

UAC = Audio Descriptors

http://www.nccgroup.com/
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USB Explained

Communication

http://www.nccgroup.com/
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Vulnerability
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Vulnerability

• Code performs a linear search of existing clock 
sources/selectors in the order provided.

http://www.nccgroup.com/
http://www.nccgroup.com/
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Callflow

• Payload must contain audio descriptors

• Must be UAC2/UAC3

• Must at least contain input/output terminals and format 
type + AS header

http://www.nccgroup.com/
http://www.nccgroup.com/
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Callflow

• A selector CANNOT be sent back to the device 
more than once :( .

http://www.nccgroup.com/
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Trigger the Bug
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Trigger the Bug
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Trigger the Bug

• Use existing lsusb dumps from UAC2 Audio devices as a 
starting point

• Facedancer to create the device and trigger the bug for quick 
prototyping/verification.

http://www.nccgroup.com/
http://www.nccgroup.com/
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Exploitation Technique

• Send only selectors to trigger OOB reliably

• Trigger the leak with (bNrInPins == 255)

• Code attempts to "find" the selector in memory in the 
order of OUR selectors IDs we send.

• Found selectors sent back via control message.

• How do we know which selector IDs to include if we 
don’t know what exact values we're leaking?

http://www.nccgroup.com/
http://www.nccgroup.com/
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Exploitation Technique

Info Leak Lookup Table:

• Treat each selector we include as an item in a 
lookup table.

• The amount of total selectors we can include 
is totally dependent on the kmalloc cache size 
we are targeting.

• We can position the final selector that will 
actually trigger the leak (bNrInPins == 255) at 
the end of our payload to control the leak 
window size.

• If OOB memory matches a selector ID we get 
it sent over USB control message

NOTE:

We can target ANY kmalloc cache with this 
technique.

http://www.nccgroup.com/
http://www.nccgroup.com/
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Exploitation Limitations 3,2901,1418008108,-;usb 2-2.1: clock source 41 is not valid, cannot 
use
 SUBSYSTEM=usb
 DEVICE=c189:142
4,2902,1418011012,-;usb 2-2.1: __uac_clock_find_source(): recursive 
clock topology detected, id 0.
 SUBSYSTEM=usb
 DEVICE=c189:142
4,2903,1418014721,-;usb 2-2.1: __uac_clock_find_source(): recursive 
clock topology detected, id 0.
 SUBSYSTEM=usb
 DEVICE=c189:142
4,2904,1418017224,-;usb 2-2.1: __uac_clock_find_source(): recursive 
clock topology detected, id 0.
 SUBSYSTEM=usb
 DEVICE=c189:142
4,2905,1418019252,-;usb 2-2.1: __uac_clock_find_source(): recursive 
clock topology detected, id 0.
 SUBSYSTEM=usb
 DEVICE=c189:142
4,2906,1418021278,-;usb 2-2.1: __uac_clock_find_source(): recursive 
clock topology detected, id 0.
 SUBSYSTEM=usb
 DEVICE=c189:142
4,2907,1418023448,-;usb 2-2.1: __uac_clock_find_source(): recursive 
clock topology detected, id 0.
 SUBSYSTEM=usb
 DEVICE=c189:142
4,2908,1418025851,-;usb 2-2.1: __uac_clock_find_source(): recursive 

clock topology detected, id 0

http://www.nccgroup.com/
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Exploitation Limitations

• We cannot repeat values...

• We don't know the order of the bytes we're 
leaking...

http://www.nccgroup.com/
http://www.nccgroup.com/
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Exploitation Limitations

• We cannot repeat values

o If we pad with any value we will use up 
the ability to leak it again

Solution:

• Choose selector IDs that you don't need

• Use this value as the padding value to 
control leak window size

• Use selector IDs as our lookup table (0-
254).

• The smaller the window, the greater 
chance we have of leaking an arbitrary 8 
byte value (assuming no repetitions) 
with a big lookup table of values. 

http://www.nccgroup.com/
http://www.nccgroup.com/
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Exploitation Limitations
• We cannot repeat values

o If we pad with any value, we will 
lose the ability to leak it again

Solution:

• Choose selector IDs that you don't need

• Use this value as the padding value to 
control leak window size

• Use selector IDs as our lookup table (0-
254).

• The smaller the window, the greater 
chance we have of leaking an arbitrary 8 
byte value with a big lookup table of 
values. 

Caveats:

• If the value is static, we can try to leak multiple 
times.

• If the selector range is too big for the cache size 
(i.e. 0-254), partition into smaller lookup tables 
and try multiple times.

http://www.nccgroup.com/
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Exploitation Limitations

• We cannot repeat values

o What if the value we're leaking 
has repeated bytes?

Partial Solution... kinda:

• Infer any low-order bytes that’s are a 
known value (e.g. 0xffffffffeab10000)

• The more values you can infer, the less 
bytes you technically have to leak.

http://www.nccgroup.com/
http://www.nccgroup.com/
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Exploitation Limitations

• We cannot repeat values

o What if the value we're leaking 
has repeated bytes?

Partial Solution... kinda:

• Infer any low-order bytes that’s are a 
known value (e.g. 0xffffffffeab10000)

• The more values you can infer, the less 
bytes you technically have to leak.

Example (0xffffffffeab10000):

• Bottom two LSBs are zero for 
above pointer.

• We will use up 0xff as our padding value 
early on.

• We only have to leak: 0xea, 0xb1

http://www.nccgroup.com/
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Exploitation Limitations

• We don't know the order of the bytes 
we're leaking...

http://www.nccgroup.com/
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Exploitation Limitations

• We don't know the order of the bytes 
we're leaking...

Solution:

• Leak and collect all values present in the 
8 byte leak window

• Perform the leak one last time ONLY with 
the values you collected as your lookup 
table.

• When the kernel is "finding" your leak 
data you will leak the data in order since 
you know what values to look for.

http://www.nccgroup.com/
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Information Disclosure Primitive

• KASLR Bypass

• Heap Pointer Leak

http://www.nccgroup.com/
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Information Disclosure Primitive

• KASLR Bypass

• Heap Pointer Leak

Obstacles:

• Adjacency!

http://www.nccgroup.com/
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Adjacency

Techniques Needed

• Spray heap to achieve adjacent chunk next to our leak primitive.

• Spray primitive that targets kmalloc-512

Problems

• No userland, spray techniques with ioctl won't be possible.

• Limited to using USB devices + USB code to find spray objects.

• If we fail then, remove device and re-insert to start again

•  Identify a heap object with a function pointer as first member of 

structure.

http://www.nccgroup.com/
http://www.nccgroup.com/
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Adjacency

• No userland, common LPE spray techniques via ioctl won't 

be possible.

• Limited to using USB devices + USB code to find spray objects.

• If we fail then, remove device and re-insert to start again

•  Identify a heap object with a function pointer as first member of 

structure.

Options:

• USB code that allows creation of multiple objects of target size (e.g. kmallocs 

in for-loops, while-loops, etc.)

• Each insertion of the device results in a controlled heap objects (e.g. 

descriptors are store in big heap chunk).

http://www.nccgroup.com/
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Adjacency

1. Insert device

2. Spray objects created

3. Check for adjacency

4. If not received, start 

again

http://www.nccgroup.com/
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Adjacency

Techniques:

• Tried different ratios of spray USBs relative to Info Leak 

USBs

o 10 spray, 5 Info leak

o 14 spray, 1 Info leak

o Etc.

Limitations:

• While we created a scalable, solution we are still bound by 

maximum possible USB devices connected.

http://www.nccgroup.com/
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Adjacency
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Adjacency

Was this approach reliable?

.

http://www.nccgroup.com/
http://www.nccgroup.com/


nccgroup.com

nccgroup.com

Adjacency

Was this approach reliable?

… Not Really... 

Metrics:

• Best case: ~5-7 mins.

• Average: ~15-20 mins.

• Worst case: Unsuccessful 30+ 

mins.

http://www.nccgroup.com/
http://www.nccgroup.com/


nccgroup.com

nccgroup.com

Adjacency

Better approach?

• Identify less constrained leak

• Identify a better spray 

technique

o Less reliant on number of 

USB devices

o Arbitrary amount of 

allocations

http://www.nccgroup.com/
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Software Design

• Support multiple different device 
types (Audio, Storage, HID, 
Video etc.).

• Programmatic insertion and 
removal of devices (e.g. to help 
with heap exploitation)

• Bi-directional communication 
between the device and attacker 
(e.g. to help with info leak 
exploitation) 

• Vulnerability fingerprinting?
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Hardware Design - Raspberry Pi Pico’s + TinyUSB
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Usage
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Devices Supported

• USB Audio

• Fasttrack, Extigy, MIDI 
Devices etc

• USB CDC

• USB HID

• USB Mass Storage

http://www.nccgroup.com/
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Heap Grooming (USB Descriptor Spraying)
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Heap Grooming (USB Descriptor Spraying)
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Heap Grooming (Pointer Device Spraying)

http://www.nccgroup.com/
http://www.nccgroup.com/


nccgroup.com

nccgroup.com

Info Leak Exploitation Diagram

• Bi-directional channel to send 
and receive data with the 
manager

• Support different leak primitives
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Info Leak Exploitation (control request callbacks)
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Info Leak Exploitation (control request callbacks)
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Info Leak Exploitation (control request callbacks)
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Conclusion

• Insight into the complexity of triaging, developing, and testing a USB-based exploit

o Quite the learning curve

• This was just an introduction to our framework

o Currently doing disclosure for other bugs!

• CVE-2024-53150 was patched by Tesla in 2025.32.3.1 

o Couldn't have used it for P2O anyway as it was known N-day upstream.

o Forgot to record a demo on IVI (but we will demo against a vulnerable Ubuntu version)
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Demo (Ubuntu)
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Q&A

© 2025 NCC Group. All rights reserved. 

Please see www.nccgroup.com for further details. No reproduction is permitted in whole or part without written permission of NCC Group.

This content is for general purposes only and should not be used as a substitute for consultation with professional advisors.

Together we're creating a 
more secure digital future
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